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Abstract: We propose a QNSC pre-coding scheme based on probabilistic shaping of the basis, to
reduce the probability of ciphertext bits that are easier to be intercepted. Experiment results show
this scheme can improve the security performance by 100% in terms of Eve’s cipher text BER. ©
2024 The Author(s)

1. Introduction
With the development of cyber-attack methods, the security issues of optical communication networks have gained
more and more attention [1]. Quantum noise stream cipher (QNSC) is a popular physical-layer security approach,
and it maps the original signal symbols into a very large symbol constellation with the protection of the quantum
noise of optical signals [2].

QNSC was intensively studied from the perspectives of transmission and security performance [3, 4]. In terms of
security, there are generally two ways to enhance the security, strengthening the noise effect of the system and
reducing the adjacent signal Euclidean distance [5]. In conventional QAM/QNSC systems [6], the ciphertext
symbols follow a uniform distribution in the constellation diagram, i.e., symbols are distributed with the same
probability. However, QNSC does not provide absolute security. As we know, according to the encryption process
of QNSC, the plaintext is encrypted into the low-order ciphertext with XOR operation, and the low-order ciphertext
is further appended on top of the basis, forming a high-order ciphertext symbol. After being masked by quantum
noise, the bit error rate (BER) of the lower bits (the basis) of the high-order ciphertext is relatively high, while the
BER of the higher bits (the original low-order ciphertext) of the high-order cyphertext is relatively low. In
conventional QAM/QNSC, the low BER for Eve means higher probability of being successfully intercepted.
Therefore, the distribution of the lower bits (the basis) is of great importance for security performance. Meanwhile,
the probabilistic constellation shaping (PCS) technique is emerging, and it is capable of customizing the
probabilistic distribution of symbols in the constellation diagram [7]. Therefore, it could be interesting to study how
to improve the security of QAM/QNSC, facilitated by PCS technology, without breaking the original QNSC.

In this paper, we propose a PCS-based pre-coding scheme to modify the distribution of the basis and plaintext, to
reduce the BER of low-order ciphertext. We implemented the proposed scheme in a QAM/QNSC testbed. From the
perspective of security, experimental results show that this scheme improves the system security performance by
about 100% in terms of Eve ’ s BER of low-order ciphertext. From the perspective of transmission performance,
experimental results show that this scheme improves OSNR 0.5 dB and 0.6 dB compared with traditional QNSC in
back-to-back (BTB) and 160 km fiber.

2. Scheme of PCS-based Pre-coding
In an original QNSC system, the plaintext bit is encrypted by the lowest bit of the basis with XOR operation, and the
XOR result is further placed at the highest bit over the basis, forming a high-order ciphertext symbol. If we use PCS
to shape the ciphertext symbols directly, the order of bits of the symbol is changed [8]. Here, we proposed a QNSC
pre-coding scheme with a two-step PCS to customize the distribution of ciphertext symbols and enhance security, as
illustrated in Fig. 1.
 Pre-coding for basis

In the first step, the seed key is divided into two parts (i.e., key1 and key2) for XOR operations and basis pre-
coding. Based on key-2, bases are generated by the pseudorandom number generator (PRNG) and injected into the
CCDM module. The basis ’ s probability distribution is changed from uniform to non-uniform. In this paper, the
inverse model of Gaussian distribution is adopted.
 Pre-coding for both basis and plaintext

Based on the shaped basis, we can further customize the distribution of the plaintext. After key1 is expanded by
PRNG1, each plaintext bit is encrypted with key1 by XOR operation to obtain the ciphertext bit. Following the PCS
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principle, the ciphertext bits on the transmitter side are split into two branches, with the corresponding proportions
of data of ɑ and 1-ɑ. The data in the lower branch is shaped by a constant composition distribution matching
(CCDM), and the output from CCDM follows a desired distribution. The output of CCDM and the data in the upper
branch are sent to the FEC encoding modules for generating parity bits. The upper branch bits from the FEC are
used as the ±1 signs, which are multiplied with the shaped data in the lower branch as the amplitude. After the two
symbols are superimposed, low-order ciphertext symbols (e.g., 16QAM) with desired distribution are generated.

After getting the shaped basis and ciphertext, the low-order ciphertext bits are appended on top of the basis,
forming the high-order ciphertext symbols according to Y-00 protocol. The essence of this step is to attach a random
perturbation to each low-order ciphertext symbol within the decision region of itself. The ciphertext symbols near
the decision threshold of the low-order ciphertext symbol are easy to cross the decision threshold under the influence
of noise, which will cause BER for low-order ciphertext of Eve without the key. The benefit of the scheme is that
the ciphertext symbol distribution is specifically designed to increase the BER of the low-order ciphertext of Eve, by
increasing the symbol points near the decision threshold of the low-order ciphertext symbol and thus improve the
security of QNSC systems.

3. Experimental results

To evaluate the performance of the proposed algorithm, we conduct an experiment with our lab-grown setup, as
shown in Fig. 2. The output probabilistic distribution from the PCS module is set as P(1)=0.68 and P(3)=0.32
(H=3.8). In the setup above, the plaintext bits are encrypted by key1 and fed into the PCS module, and they are
mapped to 16QAM symbols with desired distribution. The 16QAM symbols are further extended by the basis to the
high-order ciphered symbols following the Y-00 protocol. OFDM signal is generated and fed into an arbitrary
waveform generator (AWG) with 10GSa/s. An external cavity laser (ECL) is used to generate an optical carrier at
the wavelength of 1550 nm and power of 6 dBm. After being amplified by the transmitter side erbium doped fiber
amplifier (EDFA), the optical power injected into the standard single-mode fiber (SSMF) is 0dBm. The fiber length
is 160km. At the receiver, the optical signal is coherently detected. The receiver decrypts the QAM symbols with the
pre-shared seed key and further recovers the data by performing QAM demodulation, PCS demodulation, and XOR.

In the above-mentioned setup with back-to-back or SSMF, we measured the security and transmission
performance in terms of Eve’s low-order ciphertext BER and the legal party’s pre-FEC BER. To demonstrate the
effect of our scheme, three benchmarks are measured: traditional QNSC, QNSC based on shaped 16QAM and
QNSC based on shaped basis. The distribution of the constellation points for our scheme and the three benchmarks
are shown in Fig. 3. The I and Q axes represent the amplitude of QNSC symbols. Fig. 4 (a) compares Eve’s low-
order ciphertext BER under different QAM formats. Note that, Eve has the best condition for intercepting

Fig. 1. PCS-based plaintext and basis pre-processing scheme for QAM/QNSC

Fig. 2. Experimental setup.
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information when the signal received by Eve is minimally affected by noise. Hence, the position right after the
EDFA in the transmitter is the optimal eavesdropping point for Eve, as shown in Fig. 2. By adjusting the symbol rate,
we maintain the net bit rate of the four schemes. It is clearly concluded that our scheme has the highest Eve’s low-
order ciphertext BER of more than 11%, while traditional QNSC and QNSC based on shaped 16QAM schemes are
only about 6%. Our scheme improves security by 200%. The reason is that more symbols cross the decision
threshold of 16QAM under the influence of noise in our scheme. It indicates that the system is more resistant to
Eve’s interception. In the practical splitting attack scenario, Eve will detect a much higher low-order ciphertext BER.

In Fig. 4(b) and (c), we record the pre-FEC BER of four different schemes in two scenarios -BTB and 160 km
fiber. Among them, QNSC based on the shaped 16QAM scheme has the best BER performance. The QNSC based
on the shaped basis scheme has the highest BER because the minimum Euclidean distance decreases under the same
power. In fact, our scheme improves OSNR 0.5 dB and 0.6 dB compared with traditional QNSC in BTB and 160 km
fiber under 15% overhead SD-FEC.

4. Conclusion
We proposed a pre-coding QNSC scheme based on the probabilistic constellation shaping for both of the plaintext
and the basis to make the distribution of ciphertext symbols more resistant to eavesdroppers. Experimental results
verified that this scheme can improve the security in terms of Eve’s low-order ciphertext BER and improve the
transmission performance in terms of OSNR by 0.5 dB and 0.6 dB over BTB and 160 km fiber, respectively.
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Fig. 3. The distribution of constellation points of (a) traditional QNSC, (b) QNSC based shaped 16QAM (c) QNSC based on shaped
basis, (d) QNSC based on shaped 16QAM and basis.

Fig. 4. Experimental results (a) low-order ciphertext’s BER for Eve; (b) the pre-FEC BER of BTB and (c) 160km fiber
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