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Abstract:  Continuous-variable quantum cryptography can leverage existing telecom-
munication technology for solving the cryptographic task of secure key distribution. We
present gTReX: A low-noise, highly stable, semi-autonomous prototype using optical co-
herent states for quantum key distribution. © 2022 The Author(s)

1. Overview

Quantum key distribution (QKD) is a method for solving the cryptographic task of secure key distribution [1,2].
The QKD users (Alice and Bob) operate a so-called QKD protocol that consists of a quantum communication and
a classical communication phase. In the first phase, quantum correlations are established via preparation, trans-
mission, and measurement of quantum states over an insecure quantum channel. Thereafter, Alice and Bob try
to extract a common bit sequence—the secret key—from the correlations via classical communication over an
authenticated channel. An eavesdropper Eve, assumed to be in complete control of these two channels, attempts
to get information of the secret key through attacks. However, Eve’s presence can be detected by Alice and Bob
through errors in the data processing stage during the classical communication phase. Moreover, if Eve’s knowl-
edge surpasses a certain security threshold, then no secret key can be extracted. Otherwise, after erasing Eve’s
information, Alice and Bob obtain a (smaller but) private key that can be used for symmetric encryption.

The only known quantum system for practically transmitting quantum information over long distances are (op-
tical) photons. In discrete-variable QKD (DVQKD), the information is encoded over a discrete set of modes, e.g.,
in the photon’s polarization or (relative) phase degree of freedom, and the quantum measurements are performed
using single photon detectors. In case of continuous-variable QKD (CVQKD) protocols, Alice employs CV prop-
erties such as the electromagnetic quadratures of the optical field for encoding the key bits, while Bob does some
form of coherent detection such as homodyning or heterodyning for decoding [3]. Currently, provable security
against the most general attacks of Eve can be obtained only for a Gaussian-shaped constellation of coherent
states [4]. Such Gaussian-modulated coherent states (GMCSs) have been at the forefront of numerous CVQKD
implementations [5—10].

In this demo, we present gTReX: a state-of-the-art GMCS-CVQKD system with Alice’s transmitter and Bob’s
receiver housed in two standard 19” boxes of 3U installed in a telecom rack. Two workstations containing PCI
Express based digital-to-analog converter (DAC) and analog-to-digital converter (ADC) cards are used for state
preparation and state measurement, respectively. The classical data processing steps are shared by Alice and Bob
in accordance to the information reconciliation strategy [5,11]. The generated keys are fed to hardware encryption
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devices [12] that can then secure a confidential datastream using 256-bit advanced encryption standard (AES)
keys, refreshed every 2 minutes or no later than after 232 transmitted frames.
Figure 1 shows a few details of our CVQKD-enabled secure key distribution solution. The transmitter and
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Fig. 1. (a) Standard 19” telecom rack containing the gTReX CVQKD system, together with the
workstations housing the RF data modulation and acquisition cards and network encryption devices.
(b) gTReX transmitter and (c) gTReX receiver optical setups. (d) RF heterodyne spectra of the
modulated signal; important spectral components have been labelled. More details about the system
and operation are available in Refs. [9, 10]

receiver boxes comprise a solid plate with the optical/optoelectronic components on one side (as shown in Fig. 1(b)
and Fig. 1(c), respectively) and the necessary control electronics on the other. A system on a chip acts as the
central computer for controlling and monitoring the hardware. We use Qudi [13], a Python3 based modular, multi-
operating system software suite for experimental control and basic data processing. Figure 1(d) shows a power
spectral density estimate obtained from the ADC data samples, captured and processed using the Qudi framework.

2. Demo content & implementation

During the quantum phase of the QKD protocol, the steps of RF data modulation and acquisition are performed
autonomously. To ensure correct as well as optimal operation, the CVQKD system also frequently calibrates the
shot noise and electronic noise. The digital signal processing (including the steps of carrier phase recovery, clock
recovery, temporal synchronization, down-conversion and downsampling), classical data processing (including
parameter estimation, information reconciliation, and privacy amplification), and uploading the secret key to the
hardware encryption devices are currently performed offline.

Our primary objective would be to demonstrate the steps of quantum state preparation, detection, and calibration
via live data visualizations to the attendees. The physical setup would be a subset of the telecom rack of Fig. 1(a),
laid horizontally on a table, with computer screens connected to the two workstations. The demo itself will consist
of the following steps: tuning the local oscillator (LO) wavelength so that the beat note between the signal and LO
lasers is inside some pre-defined frequency range, optimization of signal polarization by maximising the power of
the beat note, modulation and acquisition of data frames by the transmitter and receiver, respectively, and capturing
shot noise and electronic noise traces for calibration.

For these tasks, we shall utilize the Qudi framework that comes with an easy-to-use graphical user interface. In
addition, we shall also showcase the online monitoring of various system parameters such as temperature, power

Disclaimer: Preliminary paper, subject to publisher revision



M3Z.2 OFC 2022 © Optica Publishing Group 2022

supply voltages, detector photocurrents. For this, we shall use open source software such as influxDB and Grafana
that allow capturing and interactive visualization of time series data through charts, graphs, etc.

3. Innovation & relevance to OFC

From the perspective of a QKD system, gTReX combines several innovations (both in software and hardware)
that provide a semi-autonomous and robust operation featuring stability and low excess noise. They are:

* Frequency-multiplexed pilot tones and a quadrature phase shift keying (QPSK) alphabet for carrier phase
recovery and clock recovery [9, 14].

* Time-multiplexed training sequence for temporal synchronization.

* High-extinction optical switches on the signal and (true) LO for frequent and independent shot noise cali-
bration.

* Power monitor, wavelength filter, and isolator for prevention of Trojan-horse attacks [15].

CVQKD can be understood as a form of coherent optical communication, i.e., using the amplitude and phase
of light to transmit information. The main difference is that instead of preparing and measuring classical light
fields, CVQKD systems operate in the quantum regime, i.e., perform quantum-noise-limited measurements of
non-orthogonal quantum states. Therefore, as the channel loss increases, the ability of CVQKD systems to trans-
mit useful information (measured in terms of the achievable secret key rate) decreases sharply. Nonetheless, at
access network scales (<50 km long quantum channels), CVQKD systems are the most cost-effective solution for
widespread deployment of quantum cryptography. Furthermore, the similarity of CVQKD to coherent telecom-
munication, for instance, usage of broadband IQ modulators, room temperature operation (especially in contrast
to DVQKD systems), increases the feasibility of network integration in the future.

OFC has traditionally been a classical optical communication conference. In the recent years though, there has
been an increased focus on quantum communication, especially due to the developments in quantum cryptography.
Our prototype gTReX, parked right at this quantum-classical boundary, not only draws and unifies the best from
these two worlds but also leads to new developments, e.g. the carrier phase recovery and clock recovery techniques
using machine learning [9, 14]. We therefore believe that our demo shall be of great relevance to OFC.
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