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Abstract: This paper proposes a collaborative routing scheme in partially-trusted relay based
quantum key distribution optical networks. Simulation results show it achieves good performance

in terms of key distribution success rate.

1. Introduction

Quantum key distribution (QKD) technology provides theoretically unconditional point-to-point security based on
fundamental quantum mechanics, and it has been used successfully in short-distance commercial applications. But for
long-distance communication, relays in QKD are indispensable. There are three different relay-based QKD solutions:
1) Quantum relay based QKD. Quantum relay can realize the storage and forwarding of quantum states through
quantum entanglement [1], thus realizing the long-distance distribution of quantum states. 2) Trusted relay based QKD.
It caches the key generated by the point-to-point quantum key distribution link in trusted relay, and then transfer the
end-to-end key by using the One-Time Pad (OTP) encryption algorithm hop-by-hop [2, 3]. 3) Measure-Device-
Independent Quantum Key Distribution (MDI-QKD). In MDI-QKD, a pair of users transmits the signal to an untrusted
relay located in the middle, which performs a Bell state measurement that projects the signals into a Bell state [4] and
users can obtain secure key after post-processing, according to the measurement results which are announced in a
public channel by the untrusted relay.

All the above three solutions have their disadvantages. Quantum relay based QKD is still under studied because
of the immature of quantum memory; trusted relay based QKD is impractical since insecurity of certain relay sections
cannot be ignored in the real world; and for MDI-QKD, there exists a limitation of the safety distance. In the near
future, partially-trusted relay based QKD network seems to be more realistic, hence their corresponding constraints
must be considered at the same time [5]. In addition, how to route in such a QKD optical networks is a significant but
difficult issue [6]. This paper proposes a collaborative routing algorithm by considering both the trusted relays and
untrusted relays to complete quantum key distribution in partially-trusted relay based QKD optical networks.
Simulation results show that the proposed routing algorithm performs well in terms of key distribution success rate.

2. Relay based Quantum Key Distribution (QKD)

(1) Trusted relay based QKD. Fig. 1(a) illustrates the operations of trusted relay based QKD in details. Firstly, Alice
sets up an initial secure key K1 with Node 2 by BB84 protocol. Similarly, Node 2 sets up a secure key K2 which is
the same size of K1with Bob. Upon receiving service requests, Node 2 generates K'=K1@K2 by using a one-time pad
algorithm (XOR) and sends it to Bob. Finally, Bob deciphers K' by K2@K' to obtain K1 and Bob shares the same
secure key K1 with Alice.

(2) MDI-QKD. The fundamental of MDI-QKD is shown in Fig. 1(b). Firstly, both Alice and Bob send specially
processed phase randomized weak coherent pulses to Node 2. Then, Node 2 works as a third-party detector to perform
a Bell state measurement that projects the incoming signals into a Bell state for Alice and Bob. Finally, Alice and Bob
share a secure key K1 after post-process. [4]

(3) Partially-trusted relay based QKD. Partially-trusted-relay QKD network offers co-existence of trusted relays and
untrusted relays. As shown in Fig. 1(c), the flow charts of key generation, encryption, decryption, and relay between
Alice and Bob in partially-trusted relay network are described. The main idea of this scheme is that the nodes can
generate a secure key when there exists an untrusted relay by MDI-QKD and use it to encrypt the initial key by XOR,
then send it to next node and the receiver node can decrypt it because the node shares the key with the sender node.
Specifically, Node 2 encrypts K1 with K2 that are generated by Nodes 2 and 4 via MDI-QKD by XOR, (step2 to step3
in Fig. 1(c)). Then Node 2 sends the cipher text to Node 4 and Node 4 obtains K1 by deciphering it with K2 by XOR.
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Fig. 1. (a) Trusted relay based QKD; (b) MDI-QKD; (c) Partially-trusted relay based QKD.
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3. Collaborative Routing (CR) in partially-trusted relay based QKD

Collaborative Routing (CR) algorithm is designed by considering the working mechanism of trusted relays and
untrusted relays, the security key is generated by the MDI-QKD when there exists an untrusted relay, and the key is
generated by the BB84 protocol when there is no untrusted relay. So, trusted relays and untrusted relays can work
collaboratively to distribute quantum keys. In order to describe CR algorithm clearly, this paper builds the following
models. For simplicity, the network is designed as a 2-dimensional 4-connected grid mesh (4-C mesh) in Fig. 2(a).
Each node is identified by its coordinates: (i,;):i = 0,1...n-1;j = 0,1...n-1. The distance of two nodes can be defined
by d[(iy, j1); (i2,j2)] = liz-i1| + |j,-j1|. Let N denote the number of network and T denotes the percent of trusted
node in the network. Let R[S(is,js), D(ip,jp)] denote the request, where S(i, js) denotes the source node and
D(ip, jp) denotes the destination node. This paper defines each node that performs routing as starting node and denotes
itby Ps. Let 6, represents the set of nodes with the distance of 1 or 2 from Pg, let K (GPS) represent the set of trusted
nodes in 8¢, and let Sy, denote the node in K(GPS), which has not only the smallest d with D (ip, j,) but also the
key remaining. Let (S, D) denote the route table and F denote the flag whether the request is success or failed.

The pseudo-code for the CR algorithm is in Table.1. For each request, at first, the CR algorithm sets S(ig, j) as Ps
and adds it to m(S, D), then it finds the 6, of Pg. After that, CR makes a judgement that whether the D(ip, jp) is in
6p or not. Ifitisin 6, itadds D (ip, jip) to (S, D); if itis not in 6, CR will seta Sg,,, in K(6p) as anew Ps and
repeat the judgement until D(ip, jp) isin 6p. If K(GPS) is empty in a certain process, the request will be blocked and
Fr will be marked as FAILED. Finally, if Fy is not FAILED, CR will traverse each node in (S, D) to judge whether
there are optional relays with next node and choose the one with more key.

Figure 2 gives two examples of requests and corresponding key-distribution steps to show how CR works. Let us
assume that the request-1 is from Node 5 to Node 16. Firstly, CR algorithm sets Node 5 as P and find 6. Here
assuming that the key is more probable to be in Node 10 than in Node 7, CR chooses Node 10 as S, and resets the
Sapyn @S New Pg. Then, CR finds that the S, of Node 10 is Node 12, so Node 12 is set as new Ps. Finally, CR finds
Node 16 is in 8, of Node 12 and finishes the routing. CR and key distribution for request-1 is shown in Fig. 2(b),
where the numbers signify the order of key-distribution steps. As shown in Fig. 2(c), there are two situations of key
distribution for request-2 when distributing keys from Node 3 to Node 8. For the first one, it is a completely trusted
relay path; for the second one, it is a partially-trusted relay path. Which path to choose depends on the remaining keys
of Node 4 and Node 7, and CR will choose the one with more keys. In addition, it is necessary to note that the step 1
in Figs. 2(b) and (c) is always ongoing even without a request.

Table 1. Collaborative routing algorithm
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Fig. 2 (a) Network topologies; (b) Key distribution for 24 End for

request-1; (c) Key distribution for request-2.
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4. Simulation results

To evaluate the performance of proposed Collaborative Routing (CR) algorithm, this paper simulates Key Distribution
Success Rate (KDSR) in different kinds of network topologies. In the simulation, all the requests arrivals are assumed
to obey Poisson distribution, and the trusted nodes and untrusted nodes are chosen following a uniform distribution.
By considering different number of nodes in the network and different percent of trusted nodes, the simulation results
that are obtained are shown in Fig. 3. Three kinds of network topologies are shown in Fig. 3(a). Figs. 3 (b), (c), and
(d) are the simulation results for the ring network, the tree network, and the 4-C mesh network respectively. For
simplicity, the simulation adopts a full binary tree with N nodes, for the tree network, and a N x N 4-C mesh network,
so Nissetas 7, 15, 31, 63, 127 in the tree network and 16, 36, 64, 100, 144 in the 4-C mesh network.

It can be observed that the KDSR gradually decreases for all three kinds of network topologies with the number of
nodes increasing in Figs. (b), (c), and (d). This is because with N increasing and T fixed, the number of untrusted
nodes is also increasing. Besides, the KDSR for all three network topologies tends to be stable and high as T is
increasing which is intuitive. Figs. 3(e) and (f) show the performance comparison of CR in the three kinds of network
topologies. The parameter settings are: N=100, T=10%, 30%, 50%, 70%, 90% in Fig. 3(e); T=50%, N=16, 36, 64, 100,
and 144 in Fig. 3(f). It can be clearly observed that the KDSR in the 4-C mesh network is the best among the three
network topologies in Figs. 3(e) and (f), and KDSR in the tree network is better than that in the ring network. This is
because the 4-C mesh network has the highest connectivity whereas the ring network has the lowest. In general, the
CR performs best in the 4-C mesh network among these three kinds of network topologies.

5. Conclusion

In the process of deploying QKD networks in the future, the partially-trusted relay will be a more realistic scenario.
This paper is focuses on routing in such a scenario and proposes a CR algorithm in a partially-trusted-relay-based
QKD optical network. Simulation results show that the proposed CR algorithm is effective for different kinds of QKD
network topologies, especially for multi-connected networks.
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Fig. 3. (a) Three kinds of network topologies; (b) KDSR vs N in ring network; (c) KDSR vs N in tree network; (d) KDSR vs N in
4-C mesh network; (e) KDSR vs T; (f) KDSR vs N.
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