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Abstract This experiment is the first to demonstrate the application of secure visible light band free-
space optical communication to a hardware-effective no-excessive power penalty phase-encryption
scheme. This scheme is applied to a flexible time-domain hybrid PAM signal with a fixed data symbol-

to-encryption key bit ratio. ©2023 The Authors

Introduction

Free-space optical (FSO) communication,
capable of large-capacity transmission, has
attracted attention as one of the 6th generation
wireless communication standards [1-3]. In FSO
communication, the wavelength band selected by
the laser diode (LD) differs depending on the
communication environment such as ground-to-
satellite or underwater communication [4].
Visible-band FSO communication propagates in
free space under conditions that allow human
visual observation and eavesdropping; therefore,
higher confidentiality is required compared to
invisible-band FSO communication and wired
communication [5]. Quantum key distribution
(QKD) technology has been reported for highly
secure FSO communication between two points
[6-9]. By safely sharing the secret key between
two points via QKD, selecting a simple algorithm
for combining the data encryption keys is
possible. For communication using terminals that
have difficulty in supplying power, such as
underwater terminals, a simple algorithm is
preferable to a one with a large processing load,

such as the current standard encryption algorithm.

Recently, symbol-based encryption has been
studied instead of bit-based encryption. Further,
a simple phase shift method is as effective
because it is easily implementable when the key
interception is brutal [10-12].

Single-carrier [13] and multicarrier [14]
schemes have been studied for variable-
capacitance intensity modulation/direct detection
transceivers in FSO communication. Although
increasing the symbol rate per carrier is the basis
for large-capacity transmissions, several
encryption schemes have been reported [15,16].
In contrast, time-domain hybrid pulse amplitude
modulation (TDHP) can realize variable capacity
using the single-carrier method [17,18]. TDHP
signals with a fixed symbol rate operation that is

advantageous in environments where the
frequency characteristics are static within the
radio frequency (RF) band. The only necessity
here is designing a fixed equalizer that
compensates for the specified frequency
characteristics of high-frequency devices. To the
best of our knowledge, the application of symbol
encryption to adaptive bit-rate single-carrier
schemes in FSO systems has not been reported.

In this paper, we propose a direct current (DC)
bias-added symmetric TDHP signal by applying
symbol encryption using the phase-shift method
for a secure visible band FSO system. Moreover,
theoretical formulations and principal verification
experiments were performed for the proposed
system. This system can encrypt data while
maintaining the number of data symbols and key
bits by changing the generation ratio of the two
modulation schemes under a fixed symbol rate in
a TDHP signal composed of PAM2 and PAMA4.

Principle of Phase Shift Encryption for DC-
bias Added Symmetric TDHP Signals

As shown in Fig. 1(a), the DC-bias-added
asymmetric TDHP signal consisting of PAM2 and
PAM4 generates a transient response over
multiple symbols at the boundary of different
modulation schemes because the DC component
is removed via C-coupling in a standard
avalanche photodiode (APD). Figs 1(b,c) show
the experimental time waveforms around the
boundary symbols transitioning from PAM2 to
PAM4 and vice versa. To prevent the occurrence
of a transient response, a symmetrical TDHP
signal with DC bias that does not generate a
transient reaction after DC removal post-
reception was used by adding a DC component
to the low-multilevel PAM signal in advance. The
theoretical formulas for bit error ratio (BER)
versus signal-to-noise ratio (SNR) for a
symmetric TDHP signal with a DC bias are as
follows:
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Fig. 1: (a) Transient response at the modulation scheme boundary in DC-bias added asymmetric TDHP signals, (b)
experimental time waveform from PAM2 to PAM4, and (c) experimental time waveform from PAM4 to PAM2.

Phase shift

Key N 2
—O ) DC-bias Digital to analog
. addition conversion )
Original Symbol 1101001111... 09 0000 O . o o0 R Ciphered Symbol
® pPAM4 . PAM2 W4 ° b ° R
o o0 @V 3Symmetric ‘e o & > g
0 7 5: Phase shift s
¥ Key 4 >
Lv.1 ~—0 Analog to digital DC-bias o

1101001111....
® oo
0 - ‘
®

conversion

rejection

<

Fig. 2: Principle of phase shift encryption/decryption for DC-bias added symmetric TDHP signals.
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where p is the ratio of PAM4 to all the symbols,
and q corresponds to the average power for
transition from PAM2 to PAM4 when the average
powers of PAM2 and PAM4 are equal. Optimum
BER performance is obtained for any p when q =
0.17.

Figure 2 shows the phase-shift
encryption/decryption principle for DC-bias-
added symmetric TDHP signals. On the
transmitter side, the data symbol stream of the
original TDHP signal is phase-shifted according
to the encryption key-bit stream. When the
encryption key bit is one, the polarity of the data
symbol is reversed, and when the encryption key
bit is 0, the polarity of the data symbol is
maintained while the encryption key bit is zero.
Next, after adding DC bias to ensure that the
lowest level of the PAM4 signal was 0, a DC-bias-
added symmetric TDHP signal encrypted by the
digital-to-analog converter was generated. On
the receiver side, the signal was converted into a
digital signal using an analog-to-digital converter
after DC removal by the APD. The digitized
symmetric TDHP signal was restored to the
original TDHP signal by phase shifting using the
same rule and cryptographic key on the
transmitter side.

Experimental Setup

Figure 3 shows the experimental system setup of
the 312.5 Msymbol/s symmetric TDHP signal
with phase-shift encryption. On the transmitter
side, the mapper generates a symbol stream of

the TDHP signal from the data stream via offline
digital signal processing (DSP). The masking
component generates an encrypted symbol
stream from the original symbol stream based on
a 256-bit repeated encryption key bit stream.
After outputting a symmetrical TDHP signal (p =
0.1 to 0.9) from an arbitrary waveform generator
(AWG) with a sampling rate of 1.25 Gsample/s
and a 250 MHz bandwidth limit, a DC-added
symmetrical TDHP signal is input to a 450-nm
blue LD with a bias T.

On the receiver side, the light collected by the
condenser lens is input into the APD. The digital
signal is sampled and quantized using a digital
storage oscilloscope (DSO) with a sampling rate
of 2.5 Gsample/s and bandwidth limit of 300 MHz
at the output. At the offline DSP on the receiver,
the band limitation of the RF device is
compensated for by a 10-tap time-domain
equalizer (TDE) based on the least-mean-square
and 25-tap frequency-domain equalizer (FDE).
After decoding the symbols based on the
encrypted symbol stream in the demasking part,
the original data stream is regenerated via hard
decision processing. The BER characteristics are
measured while changing the received power by
cutting the beam cross-section with a beam
shutter at the transmitter side.

Experimental Results

Figures 4 show the received power versus BER
characteristics while changing p from 0.1t0 0.9 in
steps of 0.1 under the following three conditions:

(Case 1) With a legitimate receiver for standard
unencrypted TDHP signals
(Case 2) With a legitimate receiver that can
correctly decode encrypted TDHP signals for
cryptographic key sharing
(Case 3) With an eavesdropping receiver that
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Fig. 3: Experimental setup.
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Fig. 4: (a-i) Theoretical and experimental BERs changing the p parameter from 0.1 to 0.9 by 0.1.

cannot decrypt encrypted TDHP signals due to
non-shared encryption keys

Since the signal characteristics for cases 1 and 2
are constant for any p, encryption does not
generate a power penalty. In addition, since the
signals of cases 1 and 3 have similar signal
distribution under the same received power
conditions for any p, no features appear in the
signal points, regardless of the success of
decoding. At the received power of -16 dBm,
which achieves the forward error correction
(FEC) limit for any p, the noise distribution near
the signal point is almost the same, so the effect
of shot noise is small. The signal in case 3 cannot

reach the FEC limit even at a high received power.

The signal characteristics for cases 1 and 2 have
a maximum penalty of 2 dB against theoretical
characteristics owing to the influence of signal
distortion received by PAM4 at p = 0.9. Here, the

theoretical characteristics only consider thermal
noise. As p increases, the number of PAM4
errors decreases; thus, the characteristics of
case 3 improve slightly. This improvement is
because the phase cipher for PAM4 is only valid
for 1 bit out of 2 bits.

Conclusions

In a proof-of-principle experiment, phase-shift
cryptography was applied to a symmetric TDHP
signal with a DC offset for easy and reasonably
secure visible-band FSO communication. We
confirmed that the phase-shift cipher does not
cause excessive power penalties for legitimate
receivers with the encryption key, and that an
eavesdropper without the key cannot reach the
FEC limit under any received power condition.
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