
 
 

Secure Free-Space Optical Transmission of IM and PSK Y-00 
Quantum Stream Cipher under Dense Fog Conditions 

Fumio Futami(1), and Ken Tanizawa(1) 

 
(1) Quantum ICT Institute, Tamagawa University, Japan, futami@lab.tamagawa.ac.jp 
 
Abstract We demonstrate free-space Y-00 cipher transmission in artificial dense fog with a high 
attenuation of 20 dB. The Y-00 cipher carrying 1.5 Gb/s IM and 10 Gb/s DP BPSK signals are 
securely transmitted in such a harsh condition where the FSO receiver is invisible from the 
transmitter. ©2023 The Author(s) 

Introduction 
Free space optics (FSO) communication is a 
type of optical communication that utilizes light 
propagation through free space, offering high 
bandwidth and capacity [1,2]. With the current 
overcrowding of bandwidth in wireless 
communication systems that exploit radio 
frequency, FSO communication has become an 
attractive solution for next-generation wireless 
communications [3]. However, FSO 
communication is subject to atmospheric effects, 
and its propagation characteristics in free space 
are influenced by weather conditions, such as 
clouds, snow, fog, rain, and turbulence, which 
can cause excessive losses. To investigate such 
effects, hardware simulators are used, as 
waiting for natural phenomena to occur can be 
inefficient. For instance, an optical turbulence 
generator can simulate atmospheric turbulence 
[4]. Among the various atmospheric effects, fog 
causes significant transmission loss, which limits 
the transmission distance. Therefore, 
researchers have investigated transmission 
characteristics in fog to derive an empirical 
model for fog attenuation prediction [5,6]. 

Another feature of FSO communication is its 
high security owing to the high directivity of the 
laser beam. However, the data may be 
compromised by tapping the signal in free space. 
To address the issue of signal tapping, Y-00 
cipher employing multilevel optical modulation 
techniques is promising because it enhances 
security and protect against signal interception 
[7,8]. Figure 1 illustrates the encryption and 
decryption principle of binary phase-shift keying 

(BPSK) signals as an example. BPSK signals 
are converted into ultra-dense multilevel signals 
using an encryption key in the transmitter. The 
legitimate receiver with the key decrypts the 
ultra-dense multilevel cipher signals to recover 
the original binary data in the receiver. In 
contrast, an eavesdropper (Eve) without the key 
cannot accurately identify the cipher signal due 
to noise, which ultimately comprises quantum 
noise that masks the cipher signal. Notably, the 
Y-00 cipher has been successfully applied to 
FSO communication in conditions with no 
atmospheric effects [9]. 

In this study, we investigated the 
transmission of the Y-00 cipher via free-space 
optics under artificially generated dense fog 
conditions. Specifically, we transmitted 1.5 Gb/s 
intensity-modulated (IM) Y-00 cipher and 10 
Gb/s dual-polarization (DP) PSK Y-00 cipher 
over a distance of 108 cm in a fog chamber. 
Despite severe visibility limitations and a high 
attenuation of 20 dB, we were able to achieve 
successful cipher communication. Furthermore, 
our results indicated that the transmission was 
highly secure, as evidenced by Eve's symbol 
error rates (SERs). 

Experimental Setup 
Figure 2 presents a schematic of the setup used 
in the Y-00 cipher transmission experiments, 
which included the free-space transmission 
within a fog chamber. We applied two 
modulation formats for the Y-00 cipher signals in 

 
Fig. 2: Schematic of the experimental setup for Y-00 cipher 

communication under dense fog conditions. 
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Fig. 1: Concept of the Y-00 cipher in which a cipher signal is 
masked by quantum noise and protected from 

eavesdropping. 
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this study. The first was intensity modulation at a 
data rate of 1.5 Gb/s with intensity levels of 212 
(= 4,096), prepared by a real-time Y-00 cipher 
transceiver [10] at a wavelength of λS = 1550.1 
nm. The other was 10-Gb/s DP PSK at λS = 
1550.1 nm with phase levels of 216 (= 65,536). 
Binary data were encrypted using a 256-bit 
common key to generate multilevel cipher 
signals in the Y-00 cipher transmitter (TX). The 
cipher signals in an optical fibre were 
transmitted to free space through FSO #1. A 
laser beam carrying the cipher signals was 
directed through a laser window hole on the 
right side of a fog chamber [11]. The laser beam 
had a diameter of 12 mm. Further details 
regarding FSO can be found in [12]. Figure 3 
shows a photo of fog chamber. The chamber 
width, which corresponded to the transmission 
distance of the laser beam in the fog, was L0 = 
108 cm. The depth and height were 45 and 35 
cm, respectively. Letters (“Tamagawa”) and a 
small doll displayed at the back of the chamber 
are visible. To achieve a uniform fog density, we 
inputted artificial fog generated by an ultrasonic 
atomizer (Honda Electronics Co. Ltd., Ultrasonic 
atomizer unit JM-200) from a fog window hole 
on the top of the chamber. The inflow amount of 
fog was kept constant throughout the 
experiment. The particle size of the fog 
generated by the atomizer was approximately 3 
µm, which is slightly smaller than that of natural 
fog. The laser beam was output from a laser 
window hole on the left side of the fog chamber 
and coupled into an optical fibre through FSO #2. 
The signal power loss from the fibre input of 
FSO #1 to the fibre output of FSO #2 was 
measured to be 8.7 dB without the presence of 
fog. The excess loss was monitored every 5 s 
using an optical power meter at the output end 
of FSO #2, using the average mode. 

An optical fibre with a length of 25 km and 
loss of 5 dB was used after FSO #2 to 
demonstrate transparent conversion of the 
cipher signals from free space into an optical 
fibre for further transmission. The cipher signal 
was then preamplified and decrypted in a Y-00 
cipher receiver (RX) using a 256-bit common 
key shared with the transmitter. The bit error 
rate (BER) was measured in real time for the 1.5 

Gb/s IM Y-00 cipher signals. As for the 10-Gb/s 
DP PSK Y-00 cipher signal, it was received by 
an intradyne coherent receiver, and then 
subjected to offline digital signal processing for 
decrypting the cipher signals and calculating the 
Q-values. 

The measurements were conducted by 
gradually increasing the fog density from a fog-
free state. Once the excess loss due to fog 
reached 20 dB, the inflow of fog was stopped. 
The measurements were continued until the 
excess loss caused by fog was eliminated.  

Results and Discussion 
Initially, a 1.5 Gb/s IM Y-00 cipher was 
transmitted, with the optical power of the Y-00 
cipher signal in FSO #1 set to P0 = 0 or -6 dBm. 
Figure 4 depicts the excess losses caused by 
the fog chamber. The excess losses reach 20 
dB after approximately 10 min of activating the 
fog generator. Then, after turning off the fog 
generator, the fog clears in approximately 7 min. 
Figure 5 shows a photo of the fog chamber 
when the excess loss reaches 20 dB. The fog 
appears uniform. The letters and doll displayed 
at the back of the chamber, which are beyond 
the 45-cm (the chamber depth) thick fog, are not 
clearly visible. In the receiver, the shared key 
was used to decrypt the multilevel cipher signal 
and recover a binary signal. The waveforms 
before and after decryption are shown in the 
inset of Fig. 6. The BERs of the decrypted 
binary signals were measured every 5 s to 
observe the impact of the fog. Figure 6 
demonstrates that the cipher communication 
remains functional (BER < forward error 

 
Fig. 4: Excess loss generated by artificial fog in the fog 

chamber for the 1.5-Gb/s IM Y-00 cipher. 

 
Fig. 5: Image of a fog chamber with an excess loss of 20 dB 

and dense fog. 
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Fig. 3: Image of a fog chamber with no excess loss, FSO #1 

and FSO #2.  
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correction (FEC) limit) even at 20-dB excess 
loss for both P0 values of 0 and -6 dBm. The 
fluctuations in the BERs are caused by minor 
variations in the excess loss. The absence of 
measurement results in the figure implies that 
no errors occurred. The security assessment of 
the system can be evaluated by considering the 
lowest SER of the Eve, which assumes that all 
signal power is tapped. It approaches 1 when 
signal discrimination completely fails, indicating 
a high level of security [13]. For P0 = 0 dBm, the 
lowest SER of Eve is estimated to be 0.94, 
whereas for P0 = -6 dBm, the lowest SER is 0.97. 
The security level is higher for P0 = -6 dBm 
because lower power provides greater security 
in Y-00 cipher systems [13, 14]. In both cases, 
the cipher signals are effectively protected from 
signal interception because SER of 0.9 means 
90 % of the tapped signals are incorrect for Eve. 

Next, the 10-Gb/s DP BPSK Y-00 cipher was 
transmitted with P0 = -6 or -9 dBm. The excess 
loss due to fog is shown in Fig. 7, which has 
similar characteristics to the previous IM Y-00 
cipher experiments, except for faster fog 
thickening due to higher humidity in the chamber 
during measurement. Data was stored every 
minute, and Q values were calculated from the 
decrypted data. Figure 8 shows the Q values, 
with constellations before and after decryption 
shown in the insets. As the fog density 
increases, the Q values decreases, reaching 
13.5 dB for P0 = -9 dBm and 16.4 dB for P0 = -6 
dBm at the maximum excess loss. Assuming 
decrypted signals have Gaussian noise 
distribution, this achieves a BER < 10-9, which is 
considerably lower than a typical FEC threshold, 
demonstrating that cipher communication is 
possible even in denser fog. The SER of Eve for 
P0 = -9 and -6 dBm is 0.99 and 0.98, 
respectively, indicating that the FSO cipher 
communication system provides high security. 

Even with an excess loss of 20 dB, FSO #2 
was not visible from FSO #1. Nevertheless, 
secure communication was achieved. The 

visibility defined by the Kim model [15] was 
calculated as LV = 70 cm when the excess loss 
was 20 dB. The transmission distance L0 in the 
fog is 1.5 times longer than LV, indicating that in 
natural fog with a visibility of 100 m, outdoor Y-
00 cipher communication over 150 m is 
achievable. The use of higher optical power 
allows for an extended transmission distance. 
However, the security of the Y-00 cipher 
decreases in a high optical power regime. 
Typically, when using high optical power (>10 
mW) for Gb/s data rate, a randomization 
technique called quantum deliberate signal 
randomization (QDSR) [16] is required to 
maintain high security. 

Conclusions 
FSO communication using Y-00 cipher was 
demonstrated in artificially generated dense fog 
with a high attenuation of 20 dB. It was shown 
both 1.5 Gb/s IM Y-00 cipher signals and 10-
Gb/s DP PSK Y-00 cipher signals were securely 
transmitted over a 108-cm fog channel within 
the chamber.  
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Fig. 6: BER of 1.5 Gb/s IM Y-00 cipher. 
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Fig. 7: Excess loss generated by artificial fog in the fog 

chamber for 10-Gb/s DP PSK Y-00 cipher signals. 

 
Fig. 8: Q values of 10-Gb/s DP PSK Y-00 cipher. 
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