Building a Quantum Wireless Network
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Abstract Quantum Key Distribution (QKD) over optical fibres is a well-established area of research.
Extending the reach of QKD using optical wireless links is less studied, however. This paper outlines
some results from recent experiments, and methods to integrate wireless and wired QKD approaches.

©2023 The Author(s)

Introduction

Quantum key distribution is a maturing area of
telecommunications research, and there are a
number of deployed commercial systems and
networks that offer QKD secured data
transmission. Work in free-space QKD is less
well-developed, although there is significant work
on long range links between satellites or between
satellites and ground stations and some shorter
range examples. There have been relatively few
investigations of indoor QKD systems, however.
In [1, 2] an analysis of an indoor system is
undertaken and in [3-5] short range handheld
QKD systems demonstrations are reported.
There has also been work on transmitting light
from optical fibres through free-space in indoor
environments (see for instance [6-8]) and these
can be adapted to transport QKD signals. Such
systems typically collimate light from a single-
mode fibre and steer the resulting collimated
beam through free-space to a collimator which
then couples light into a destination fibre. Pointing
and tracking to with 0.01 degrees or so is
required for typical collimators and fibres. In [7]
such a system is described.

The broad challenges for free-space QKD are
to control path loss, and to mitigate the effects of
ambient light. In this paper these challenges are
outlined, and several demonstration systems that
address these are presented, together with
potential future directions.

Challenges for indoor QKD

Ambient light mitigation

In free-space communications ambient light can
enter the aperture of the quantum receiver and
swamp the desired signal. This effect can be
mitigated by (i) minimising the field of view of the
receiver, (ii) minimising its optical bandwidth, (iii)
minimising the signal detection temporal window
by using short transmitting pulses thus
minimising the number of ambient light photons
detected, and (iv) choosing a wavelength where
the interfering radiation has low intensity. Fig. 1
shows the ASTM AM1.5 solar irradiation
spectrum for sunlight received at the surface of

the earth, converted to the number of
photons/second/nm/sg.m vs wavelength. It can
be seen that there are particular wavelengths
where atmospheric absorption reduces the
intensity of sunlight substantially. There are
several regions worthy of investigation. Sunlight
is completely absorbed by the atmosphere at
wavelengths below 280 nm. Also, at ~ 1370 nm
there is an absorption band due to water in the
atmosphere, and the counts from solar radiation
are ~50 dB lower than at visible wavelengths.
Operating a QKD system in both these
wavelength regimes is possible if the link length
is much shorter than the path length that any
interfering radiation travels from its source to the
QKD receiver (see [9] for more details).

Fig. 2 shows a bench top demonstration of a
QKD system operating at 1370 nm. This system
deploys a polarisation based BB84 protocol and
operation has been demonstrated over a 20 cm
path. Currently, there is no steering and tracking
unit included as the investigation focused on
robustness to ambient light.

1370nm-atmospheric water absorption blocks
sunlight
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Fig. 1. Spectrum of sunlight

This system uses a 10 nm wide spectral filter
centred at 1370 nm, with single-mode fibre
coupled detectors to reduce the receiver field of
view to ~0.01 degree. Preliminary results indicate
that a key rate of 2 kilobits per second can be
achieved under an illumination equivalent of
direct sunlight (~100000lux).



An alternative approach is to use UV
wavelengths, which is likely to be considerably
more challenging, due to the availability of
suitable sources and detectors. A study to
investigate such systems is underway [10].
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Fig. 2. BB84 bench top system receiver operating at 1370
nm. The halogen lamp illuminates the receiver and creates
1370 nm interference equivalent to 100,000 lux sunlight.

Minimising path loss
Low path loss free-space links are typically
achieved using narrow beams of radiation, and
together with the requirement to minimise field of
view in order to reduce the effect of ambient light,
these constraints create challenging tracking
requirements. QKD has been implemented over
links from 1-10m broadly using two approaches;
(1) create custom transmitter and receiver
subsystems, incorporating tracking and pointing
and (2) using fibre-fed terminals and using
commercial QKD systems.

In the following sections a brief outline of
these is given.

Handheld QKD systems

Short-range (<1m) links between terminals where
either one or both terminals are handheld
presents challenging Pointing Acquisition and
Tracking (PAT) requirements. The system shown
in Fig. 3 meets these requirements and uses a 6
polarisation reference frame independent QKD
scheme to provide tolerance to rotational
misalignment. (This work was a collaboration
between Nokia, Bay Photonics, and the
University of Oxford.) Details of its
implementation can be found in [3]. The
transmitter uses light from 6 resonant cavity
LEDs, which is polarized and combined, then
spectrally and spatially filtered to ensure
indistinguishability. Light from this transmitter is
steered by a MEMS mirror and propagates
through free space to a receiver. The receiver
uses another MEMS mirror to steer the QKD
signal to a QKD receiver. This separates the
incoming light into 6 polarisations, and the

resulting optical signals are then coupled to
SPADs via optical fibres light. Both transmitter
and receiver have LED-based beacons which are
co-aligned with the QKD beam. Position sensitive
detectors (PSD) are used to control the steering
of the MEMS
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Fig. 3. Diagram of handheld QKD system

mirrors.

This steering system is symmetrical, with
tracking and steering implemented at both ends
of the link. This is undesirable where a low-cost
terminal is required, so work to create a ‘quantum
ATM’ that would enable a QKD link to a simple
terminal was undertaken. This is a collaboration
between the University of Bristol and Oxford. Fig.
4 shows a block diagram of the system. The
handheld terminal uses a BB84 protocol,
implemented using resonant cavity LED sources
operating in the red region of the optical
spectrum. The terminal also has a co-aligned
green beacon that the user can use as pointing
aid, and a ring of infrared LEDs to aid rapid initial
setup of the link.

The ‘ATM’ uses three tracking systems, using
the LEDs and a camera to initially align a coarse
and fine pointing mirror. Tracking is then
undertaken using the green beacon and two
PSDs that control coarse and fine pointing
systems, respectively [11].
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Fig. 4. Block diagram of quantum ATM system

Both systems described above are well
suitable for point-to-point approaches but do not
offer an easy interface to any other fibre system.
Fig. 5 shows a fibre — free-space — fibre terminal
system. Each terminal takes light from an optical
fibre and converts it to a collimated beam. Mirror
based beam steering is used to direct this beam
to a distant terminal which couples light from free
space into an optical fibre. Such terminals
provide bidirectional transparent communication
and can support both classical and quantum data
transmission. Full details of the terminals can be
found in [7]. An experiment was undertaken at the
University of Bristol, linking their fibre-based QKD
and classical systems with a free-space segment.
Full details are reported in [8]. Overall,
transmission of 1.6Tbit/s classical data combined
with a QKD channel operating with a secret key
rate of several kbit/s was demonstrated.

Fig. 5. Beam steering system terminals. The transmitting
and receiving apertures can be seen at the top of the
system.

Future directions and conclusions

The ultimate QKD network would combine free-
space and fibre transmission, for both long and
short free-space links. The limited loss allowed in

QKD and the trade-off between rate and loss
make such networks very challenging to
implement. In the short-term combining passive
optical networks with short-range optical wireless
links is a promising direction. In the longer term,
entanglement distribution with quantum repeater
nodes may offer a means to secure
communications over extended networks. Such
work is at an early stage however |

Overall, the work shown here shows that
indoor quantum wireless links can be made
robust to sunlight and terminal movement, and
that fibre QKD systems can support limited free-
space propagation and still operate. Securing
wireless networks using QKD, and a broader
network that can distribute entanglement are long
term goals, and enabling work is underway, both
at Oxford and elsewhere.
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