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Abstract We demonstrate a trusted-node-free design for integration of a DV-QKD system into the Berlin
OpenQKD optical testbed. By utilizing conventional telecom modulators and a standard WDM-AWG,
our scheme offers flexible multi-partner communication, and full connectivity between non-adjacent
nodes over multiple C-band frequencies and metropolitan distances. ©2023 The Author(s)

Introduction

Quantum key distribution (QKD) has emerged as
a solution for quantum-secure encryption key
exchange. Yet, despite the rather mature status
of QKD technologies for point-to-point (p2p) links,
scaling such schemes to more flexible network-
like scenarios in a cost-effective way is still a
major challenge [1]. In that regard, it has been
shown that the implementation of trusted-node-
free topologies can partially relax the budget-
prohibitive implications of this scalability
problem [2], while providing full connectivity
between multiple partners. In addition to that, the
compatibility of QKD technology with passive
wavelength  division  multiplexing  (WDM)
elements (e.g., arrayed waveguide gratings
(AWG)) facilitates the aggregation of quantum
services into the network operator’s optical fibre
infrastructure [3]. These two favourable aspects,
namely, (1) the cost attractiveness of using
trusted-node-free solutions, and (2) compatibility
with passive WDM devices, create the ideal
environment to support the extension of QKD
from p2p links to more flexible network-like
designs.

Therefore, in this work we propose and
experimentally demonstrate a discrete-variable
(DV)-QKD  system  design tailored for
metropolitan QKD networks, named Qline [4],
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that complies with the aspects (1) and (2).
Concerning (1), we employ intermediate nodes
(Charlies) that possess neither a laser nor a
detector, turning the realization of such a
proposal very cost attractive. With respect to (2),
we utilize a standard WDM-AWG to devise a
frequency-multiplexing scheme in which a single
Bob can arbitrarily exchange secret keys with
other two Alices and multiple intermediate nodes,
thus enabling multi-user connectivity. To validate
our solution, we carry out lab-based assessments
as well as a field trial investigation on Deutsche
Telekom AG (DTAG) Berlin  OpenQKD
Testbed [5]. Our results show stable key
exchange between Qline (non)-adjacent nodes
over day-long intervals as well as a good
response to different C-band frequencies and
transmission distances (up to 39.8 km) in field-
deployed optical fibre links.

Qline working principle

As can be observed in Fig. 1a, all four nodes
depicted in the Qline’s schematic are connected
using a single quantum communication channel
(e.g., optical fibre) and a classical channel. The
end terminals of this Qline are named Alice and
Bob, whereas the intermediate nodes are called
Charlies. Each name implies a specific role in the
scheme. Alice generates Qubits, Charlie
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Fig. 1: a) Schematic of the Qline. b) Concerning key exchange, the Qline is equivalent to a fully connected QKD network.

¢) Hardware-level diagram of the Qline. PC: personal computer.
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modulates them and Bob performs the
measurement. In this system [4], we implement a
BB84-type protocol with phase encoding such
that the Qubit after projection onto a single
photon can be written as:

=75 (10 +e|v), ®

where ¢ € {0,%,71,37"} [6]. Then, each p-th player
in the Qline has a phase modulator (PM) that
adds a phase ¢, onto the incoming Qubit. This
means that the final state (before Bob’s
measurement) is rotated by an angle @ that is
equivalent to the sum over all phases applied by
each individual player in the Qline. That is:
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where Q is the set of players in the Qline. To
illustrate, in the case shown in Fig. 1a, Q = {Alice,
Charlie 1, Charlie 2, Bob}. Moreover, the phase
¢, can be written as ¢, = n(b,/2 +s,), where
one can think of b,,s, € {0,1} being two random
bits corresponding to the basis and state bit,
respectively. If the bases match, i.e.:
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the players share a secret }.,.qs, ®2=m,
where m € {0,1} is the measurement result at Bob
and @ = modulo-2. From this secret, one can
generate key pairs between any two players. Let
us take the successful key exchange between
Charlie 1 and Charlie 2. In this case, Alice and
Bob publish their secret bits (s4ice, Spop) @and the
measurement result (m). Then, we have scuariier
® Schartiez ® dpup = 0, Where d,,,;, is publicly
known from the published bases, the
measurement result and the state bits of Alice
and Bob [4]. The postprocessing steps, namely,
error correction and privacy amplification, are
analogous to standard QKD.

The advantage of this scheme is that the
Charlies do neither require a laser nor a quantum
detector. Furthermore, this is not a key relaying
scheme: no third node is trusted. When Alice and
Bob exchange a key, Charlie 1 and Charlie 2
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Fig. 2: Schematic of the second experimental setup, where
two Qlines were integrated into Berlin OpenQKD Testbed.
cannot learn it, thus, lowering the trust
assumptions and enhancing the security of the
network in comparison to conventional QKD
schemes. In addition to that, the Qline concept
enables full connectivity even between non-
adjacent nodes as all players can exchange keys
with one another. This is possible because each
Qline node is embedded with a PM, what is
further detailed in the next section. That means
that concerning key exchange possibilities, the
linear Qline diagram shown in Fig. 1la
corresponds, in essence, to the meshed topology
illustrated in Fig. 1b.
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Experimental setup

This study investigated two experimental setups:
(1) a lab-based testbed used to demonstrate the
working principle of Qline (Fig. 1c), and (2) the
deployment of two Qlines on Berlin OpenQKD
testbed (Fig. 2).

In Fig. 1c, at Alice, a bit sequence is
generated by a HW-Control unit that contains a
true random number generator. Then, the HW-
control produces an analog signal onto two driver
amplifiers (DA) that drive an amplitude modulator
(AM) and a standard 10-GHz telecom PM. We
use time-bin encoding (depicted in the Fig. 1c) to
generate the initial state [yp). Then, [y) is
attenuated by a variable optical attenuator (VOA)
before forwarded back-to-back (b2b) to the next
partner, i.e., Charlie 1. At Charlie 1, the incoming
photons are fed to a polarization controller (Pol.
Controller in Fig. 1c) for eventual correction of

 Charlie 2 — Bob (uqprr= 4.4%, ir= 10.9 kbps) 20 b 10 /" : QBER/ key rate Alice 1 - Charlie (1gpgr= 5.2%, jikg= 0.71 kbps)
a) : Alice > Bob (ngper= 3.6%, pxr= 12.8 kbps) ) X b2b ® 39.8km C) /" : QBER/ key rate Charlie - Bob (jiqper= 5.2%, Hgg= 0.74 kbps)
: Alice - Charlie 2 (ugpgr = 4.1%, ugg = 11.7 kbps) g 8 O 19.9km //: QBER/ key rate Alice 1 - Bob (ugpgr= 4.7%, jixr= 0.83 kbps) g
: Charlie 1 - Bob (uqggr = 4.5%, pkr = 10.5kbps) L 45 g . /- QBER/ key rate Alice 2 - Bob (iqpgr=4.9%, lixr= 048 kbps) 9
—_ i = oy o
S % S &\ L) g X 61 g | g
o 105 ¢ max-QBER: o pe Y Ag S By gow 2>
w gy 6.70% o ® 8 4 VAL N g
x 0 4
a 5 O & (&) ®
556 Vl : ) " 18
a0 A M x My 5]
g & 2 min-QBER: 2 Wb ¥ e & e ™ €N
3.30% i * a
0 0 0 0
0 20 40 60 80 100 120 0 192 194 196 0 2000 4000. 6000 8000 10000
Time [h] Frequency [THz] Time [s]

Fig. 3: a) Secret key rate and QBER performance for the setup shown in Fig. 1c. b) QBER response of Qline 2 (Fig. 2) to different
frequencies and transmission distances. ¢) QBER and secret key rate between pairs of players in Qline 1 and 2. pgggr: mean

QBER. pgg: mean key rate.



polarization rotations that may arise in the fibre
connecting Alice and Charlie 1. After that,
Charlie 1 performs the unitary transform (phase
modulation) already mentioned in the previous
section by adding a phase ¢cparier 10 the
incoming state and forwards it to Charlie 2, who
also proceeds similarly by adding ¢ cpqriie2 before
finally delivering it to Bob. Note that Bob also
applies a phase ¢g,, before projecting the final
Qubit on the bases {|+), |-)}, or {|i), |—i)}, where

1 N1 ,
[£) =500 £11) and [+ = (0} £i[1),
using an unbalanced Mach-Zehnder

interferometer and a single-photon detector
(SPD). Upon measurement of the Qubits,
Charliel and 2 broadcast their selected
computational basis in a basis reconciliation
session (classical channel via Ethernet switches
in Fig. 1c). This session is then followed by
Quantum Bit Error Rate (QBER) estimation, error
correction (via CASCADE code [7]), and privacy
amplification (via Toeplitz hashing [8]).

The second experimental setup (shown in
Fig. 2) comprises two Qlines, namely, Qline 1
(yellow-shaded area) and Qline 2 (green-shaded
area), which are coupled to a WDM 12x12 AWG
(400-GHz/band). Qline 1 consists of Alice 1,
Charlie and Bob. Both Alice 1 and Charlie are
installed at the WinterfeldstraRe 21 (WFD),
central node of the Berlin OpenQKD testbed. As
for Qline2, it is composed of Alice 2 (located at
WEFD), two field-installed single mode fibre (SMF)
loops (Loop 1: 19.9 km, Loop 2: 39.8 km)
between WFD and the DTAG’s office at the
Hauptstadtreprasentanz (HSRZ), and Bob. Note
that one single Bob is shared by both Qlines. The
AWG and Bob were also positioned at WFD. In
this setup, we attached an external C-band
tunable laser (external cavity laser, 25-kHz
linewidth, 13 dBm output power) to freely adapt
the frequency of Alice 2 (191.75 - 195.75 THz),
while Alice 1 is operated with a fixed-frequency
laser (external cavity laser, 50-kHz linewidth,
16 dBm output power) at 193.4 THz.

Results and Discussion

Fig. 3a shows the temporal performance of the
QBER and the secret key rate for the setup
depicted in Fig. 1c. As it can be noticed, the
curves indicate not only a relatively low QBER
(ugBer < 5.5%) but also a rather stable key rate
between nodes in the Qline architecture over
approximately 130 hours (= 5.4 days). It is also
important to emphasize that the key exchange is
successful for adjacent (Alice to Charlie 1,
Charlie 1 to Charlie 2, Charlie 2 to Bob) as well
as for non-adjacent partners (Alice to Bob, Alice
to Charlie 2, Charlie 1 to Bob), validating the
argument that the Qline, although linear, enables

connectivity as if in a meshed topology (Fig. 1b).
In Fig. 3b, the performance of the Qline 2 in
second experimental setup (Fig. 2) is tested for
different frequencies. This procedure is
performed for three link configurations: (1) b2b
(bypassing Berlin OpenQKD Testbed), (2) with
Loop 1 (19.9 km) and with Loop 2 (39.8 km). The
results of this investigation are shown in Fig. 3b,
where itis possible to observe a strong frequency
dependency of the QBER (global minimum
around 194.15 THz). Despite this dependency,
the Qline shows a good response across the C-
band vyieldng a maximum QBER of
approximately 6.70% (at 191.75 THz), at the
same time as a rather negligible influence of the
propagation distance can be also noticed.
Finally, Alice 2’s external laser is configured to
194.15 THz and the Loop 2 is connected to
Qline 2. The QKD session is started and the
QBER along with the secret key rate between all
players within Qlines 1 and 2 are recorded for
approximately 10,000 seconds. In Fig. 3c, it is
possible to visualize a relatively stable response
of the QBER and key rate between each pair of
players. In Fig. 3c, one can also notice that while
the mean QBERs for pairs of players do not
substantially deviate from one another, the same
does not hold for the mean secret key rate. To
exemplify, Qline 2 (Alice 2 to Bob) presents a
mean key rate significantly lower (0.48 kbps) than
the pairs in Qline 1 (Alice 1 to Charlie: 0.71 kbps,
Charlie to Bob: 0.74 bps, Alice to Bob: 0.83 kbps).
This can be explained by the higher losses
originated from the SMF Loop, which impair the
key exchange performance. This shows that
while the Qline guarantees low-QBER operation,
it comes at the expense of sub-optimal key rates.

Conclusions

In this work, we have experimentally presented
the concept of Qline, an inexpensive trusted-
node-free scheme that offers a flexible yet robust
solution for QKD networks. In our results, we
have observed stable QBER (< 5.5%) as well as
key rate (= 10 kbps) performance over 5.4 days.
By employing a WDM-AWG, we have also
demonstrated how frequency multiplexing
enables multi-partner connectivity over different
wavelengths and transmission distances (up to
39.8 km). The Qline has shown to be a suitable
solution to scale QKD links to more metropolitan-
like topologies.
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