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Abstract A multi-threshold quantization scheme is proposed in this paper and compared with the 

traditional two-threshold quantization scheme. When the correlation coefficient is around 0.95 and 

above, the use of this scheme is better than two-threshold quantization. 

Introduction 

With the advent of quantum computers, the 

security risks of key distribution schemes based 

on mathematical puzzles have become 

increasingly prominent [1]. The physical layer key 

distribution provides an alternative solution. 

In the classical or quantum key distribution 

schemes, the final key is a binary sequence. Key 

post-processing is the process of converting 

physical features into the security key, which 

consists of three parts: quantification, information 

reconciliation (IR), and privacy amplification (PA) 

[2]. In the field of physical layer key distribution, 

the efficient quantization method has a great 

influence on key generation rate (KGR) and key 

error rate (KER). 

In classical key distribution schemes, the 

extracted physical features with high correlations 

include the polarization state of optical signal 

(SOP) [1, 3 ,4], polarization mode dispersion 

(PMD) [5], phase [6], bit error rate (BER) [7, 8], 

and so on. In these schemes, physical features 

are quantized by two-threshold. In continuous 

variables quantum key distribution, the Slice 

reconciliation is a common method and first 

proposed in [9]. Slice reconciliation includes 

quantization and IR. High-efficiency multi-level 

coding and decoding coordination can be 

implemented by using Slice reconciliation [10]. 

In this paper, a new multi-threshold 

quantization scheme is proposed for seeking 

excellent KER and KGR, which combines the 

two-threshold quantization with the Slice 

quantization. Cascade protocol is employed for 

IR and the hash function is utilized for PA. 

Compared with the two-threshold quantization, 

the results show that the proposed scheme 

generates the error-free key with a higher KGR 

when the correlation coefficient (CC) of extracted 

physical features is greater than 0.95. 

Principle 

Fig. 1 shows the physical layer key distribution 

where Alice and Bob are legal participants. 

Physical layer key distribution is mainly divided 

into two steps. First, Alice and Bob both extract 

physical features, and they obtain two sets of 

physical feature values with high CC. Then, the 

values need to be further processed to make it 

completely consistent and security, which is the 

key post-processing. The quantization is to 

convert physical features into binary sequences 

as the initial key. However, the initial keys are not 

the same exactly, so IR is required. In PA, the 

leaked information will be removed to ensure the 

security of the key. 

We put forward a new quantization method, i.e., 

the multi-threshold quantization. We compare the 

key retention initial rate (KRIR) of the proposed 

scheme with it the two-threshold quantization 

scheme after quantization. KRIR can be 

calculated with Eq. (1). 

KRIR =
𝐵

𝐿
 (1) 

where B is the total number of the initial key after 

quantization, and L is the total number of physical 

Bob

Alice
Feature 

extraction

Feature 

extraction

 PMD, SOP, 
Phase, BER, etc.

Quantization

Quantization

Initial key

Information 

Reconciliation 

Information 

Reconciliation 

Privacy 

Amplification

Privacy 

Amplification

Final Key

Post-ProcessingPhysical layer key distribution

O
p
tical 

F
ib

e
r

 
Fig. 1: A typical physical layer key distribution model diagram. The quantization part will be the core of this paper. 
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feature values. 

Then, we compare the KRFR after IR and PA 

by using the final key. KRFR is calculated with Eq. 

(2). 

KRFR =
𝑅

𝐿
 (2) 

where R is the total number of the final key, and 

L is the total number of physical feature values. 

Higher KRFR means a higher KGR. 

At the physical layer, the extracted physical 

features are generally Gaussian distribution or 

Gaussian-like distribution. Fig. 2 shows the 

rationale for multi-threshold quantization, which 

is also a graph of the probability distribution of 

Gaussian-like. It is a quantization schematic with 

a quantization order of two. Of course, there are 

other orders of multi-threshold quantization. If an 

order of two is chosen during initial key 

quantization, then a BER value will be encoded 

as two bits (00, 01, 11, 10). Each reserved area 

represents the total number of physical features 

that are ultimately used in this area. Each deleted 

area represents the total number of unused 

physical features that fall into this area.  

Fig. 3 is the flow chart of this quantization 

scheme. For the convenience of description, the 

extracted features are taken as the BER as an 

example [7, 8]. BER is the physical feature of this 

scheme. This quantization scheme firstly takes 

ten percent of the BER or called samples. Using 

this ten percent of the samples, the CC of Alice 

and Bob's BER is estimated. According to CC, 𝛼 

will be selected, which controls the ratio of the 

reserved area to the deleted area. After that, the 

remaining BER will be sorted sequentially. Then 

the equation for thresholds is 

T𝑖
− =

(1 − 𝛼)𝐿

2𝑛
+ (𝑖 − 1)

𝛼𝐿

2𝑛 − 1
+ ∆𝑖 (3) 

T𝑖
+ =

(1 − 𝛼)𝐿

2𝑛
+ 𝑖

𝛼𝐿

2𝑛 − 1
+ ∆𝑖 (4) 

Where 𝑖 = 1,2,⋯ , 2𝑛 − 1 and T𝑖
−  is the left 

threshold value of T𝑖 . T𝑖
+  is the right threshold 

value of T𝑖. Quantization order will be described 

by 𝑛 . In this paper, 𝑛  is taken as two. The 

boundary offset is denoted by ∆𝑖 . Value of ∆𝑖 
needs to be determined iteratively according to 

the number of physical features falling in the 

reserved area we count. 

It is worth noting that compared with the Slice 

quantization scheme, the encoding method of 

this quantization scheme adopts Gray Code 

encoding, while the Slice quantization scheme 

adopts the sequential encoding method. Its main 

purpose is to reduce the KER of Alice and Bob 

quantization. Suppose a value of Alice's BER 

falls within the second reserved area, coded as 

(01). Since the BER of Alice and Bob have a high 

CC, the BER of Bob will most likely fall in the 

second area or an area adjacent to it. If it falls in 

the second area, the number of wrong bits is zero 

and coded as (01), and if it falls in the adjacent 

region, (00 or 11) is coded. It guarantees that the 

number of bits is only wrong by one. Ultimately, 

the quantized key is guaranteed to have a lower 

KER and high KRIR. Finally, the Cascade 

protocol and hash are used to make the keys of 

Alice and Bob completely consistent and secure. 
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Fig. 3: Multi-threshold quantization flow chart. 
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Fig. 2: The principle of multi-threshold quantization. 

 

 
Fig. 1: KRIRs of multi-threshold quantization and two-

threshold quantization under different KERs. 
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Fig. 4: KRIRs of multi-threshold quantization and two-threshold quantization under different KERs. 
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Simulation results 

Fig. 4 shows the KRIR comparison of two-

threshold quantization and multi-threshold 

quantization under different KER after physical 

feature quantization. It can be seen from the 

figure that if the multi-threshold quantization KER 

is greater than the KER at the boundary between 

the two-threshold and multi-threshold, the KRIR 

of the multi-threshold quantization is greater than 

the two-threshold. Multi-threshold quantization 

may generate more keys than two-threshold 

quantization after IR and PA, that is, the KRFR is 

relatively high. The transition from two-threshold 

to multi-threshold generally results in an increase 

in KER and KRIR. So, the two-threshold KER will 

not exceed the multi-threshold KER. KER varies 

with 𝛼, the optimal 𝛼 has been circled in Fig. 4. If 

𝛼 is determined, you will get the result of Fig. 5. 

Fig. 5 is the result after Cascade protocol and 

hash, which represents the KRFR when KER is 

reduced to zero. It can be seen from Fig. 5 that 

when the CC is around 0.95 and above, the KRR 

of multi-threshold quantization is better than two-

threshold quantization. 

Conclusions 

We introduce the steps of physical layer key 

distribution and propose a multi-threshold 

quantization scheme. According to the simulation 

results, the KRFR is obviously better than that of 

the two-threshold quantization when the CC is 

greater than 0.95. That is to say, the KGR using 

multi-threshold quantization is higher than that of 

the two-threshold in this case. As the CC 

increases, this advantage becomes more 

pronounced. However, the multi-threshold 

quantization method with low CC is still under 

exploration. 
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Fig. 5: KRFR under different CC. 
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