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Generation via Analog IFoF Transmission with a DML
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Abstract We demonstrate an IM/DD IFofF transmission system using a DML for the delivery and
generation of 4.25-Gbit/s OFDM quantum-noise randomized QAM cipher at an IF of 1.875 GHz. The
simplified setup achieves truly random quantum-noise signal masking for preventing interception while

maintaining high signal quality. ©2022 The Author(s)

Introduction
Security of wireless systems is increasingly
important for future networks, e.g. 6G or beyond.
Current systems use symmetric-key encryption
algorithms in digital layers, such as the advanced
encryption standard (AES), where security is
based on computational complexity. While
cryptanalysis of encrypted digital data is
prevented with AES, illegitimate signal reception
and demodulation are not prevented. To directly
protect signals for high security, two approaches
have been studied: physical layer security based
on advanced coding [1] and physical layer
encryption (PLE) utilising unique signal encoding
and/or modulation with a private key [2-5].
Recently, photonic-assisted microwave PLE
based on signal masking by quantum (shot) noise
has been demonstrated for wireless systems [6].
Data (plaintext) is converted to optical extremely
high-order signals utilising a prescribed protocol
with a pre-shared seed key. Then, heterodyne
frequency conversion from the optical to an
intended microwave frequency is performed.
Through the signal generation at an optical high
frequency, the adjacent signals are sufficiently
masked by quantum noise, which cannot be
realized with direct microwave signal synthesis.
The quantum-noise signal masking imposes true
uncertainty on the encrypted microwave high-
order signals and inevitably induces errors on
illegitimate signal reception. Thus, irreducible
signal security is achieved. This approach was
applied to the microwave cipher generation via
intensity-modulation/direct-detection (IM/DD)
analog IF-over-fibre (IFoF) transmission. 4.09-
Gbit/s orthogonal frequency-division multiplexing
(OFDM) PSK-based encryption at an
intermediate frequency (IF) was demonstrated [7],
where optical coarse-to-fine modulation with a
dual-electrode MZI [8] was employed to improve
the resolution of the wideband modulation
beyond a single digital-to-analog (D/A) converter.
This paper reports an IFoF transmission
system with a directly modulated laser (DML) for
simplified microwave OFDM quantum-noise

randomized cipher generation. Because the
coarse-to-fine modulation cannot be utilized with
a DML, analog bandwidth of D/A conversion at Tx.
is reduced to maintain a sufficiently high
resolution. To mitigate the effect of the limited
bandwidth, we employ quadrature amplitude
modulation (QAM)-based encryption with 16QAM
data modulation. Analog IFoF transmission with
a DML over a 10-km fibre link is demonstrated
with a negligibly low penalty. 4.25-Gbit/s line rate
OFDM QAM-based cipher at an IF of 1.875 GHz
is generated. More than 50 adjacent encrypted
QAM signals are masked by quantum noise for
secrecy, and a symbol error ratio (SER) an
eavesdropper could reach is limited higher than
0.99. The error vector magnitude (EVM) after the
transmission and decryption is approximately 3 %
at an optical received power of 2 dBm, which is
comparable with that of reference non-cipher
16QAM. The cipher system effectively prevents
microwave signal interception while maintaining
high signal quality. The effect of additive noises
on the signal security is also discussed.

Operating principles and system design

Fig. 1 shows the operating principle of the signal
encryption based on quantum-noise masking via
analog IM/DD IFoF transmission. Data (plaintext)
and a pre-shared private seed key are placed in
the mathematical encryption box. Here, QAM-
based encryption is employed. Amplitude biases
are added to the in-phase and quadrature (IQ)
components of the low-order QAM data-
modulated signals (16QAM in the figure). The
amount of bias is determined using
pseudorandom number generators (PRNGs) and
seed key in a symbol-by-symbol manner. Thus,
the encrypted signals correspond to an extremely
high-order QAM template with an order of 220 or
higher. Next, OFDM modulation is performed,
followed by frequency up-conversion to an IF of

fir. Then, optical intensity is modulated by the

electrical IF signals. A DML is used in the
following experiments. After transmission over a
fibre link, the optical signals are detected with a
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Fig. 1: Operating principle of QAM-based encryption with
quantum-noise masking via IM/DD IFoF transmission.

photodetector (PD), and quantum noise is added
to the IF signals. The order of QAM after the
encryption is high, such that adjacent signals are
masked by quantum noise, as shown in the
magnified image of Fig. 1. Sufficient quantum-
noise masking for signal security is achieved via
photo-detection at a high optical carrier
frequency fopr of typically 193 THz. Hence, error-
free measurement of the encrypted signals by an
eavesdropper without the private seed key is
inherently prohibited. A legitimate receiver with
the same PRNGs and private seed key can
subtract the amplitude biases from the received
IQ components. The effect of quantum noise on
the decrypted low-order data-modulated signals
is sufficiently small for error-free reception.

Quantum noise is ftruly random and
unavoidable. Hence, the lower bound of signal
security is promised by the quantum-noise signal
masking. A quantum-noise masking number
defined as the number of signals covered by
quantum noise, is a typical security measure. A
higher number means high security because
uncertainty imposed on illegitimate signal
reception is large. The masking number for QAM-
based encryption I'q.qam iS given by

2
To.qum = T35, (1)

where owo and d are the standard deviation of
shot noise and signal distance of encrypted QAM
signals, respectively, as shown in Fig. 1. We
calculated T'g.qam for various optical modulation
indexes (OMis) in the IM/DD OFDM encryption
system. Fig. 2 shows the results when the
received power and signal bandwidth are 2 dBm
and 1.25 GHz, respectively. A lower OMI
achieves a higher masking number or higher
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security but reduces signal quality. The tradeoff
is mitigated by increasing the order of encrypted
QAM signals. We use a 2* QAM template to
realize 'g.qam > 50 in the following experiments.
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Fig. 2: Quantum-noise masking number for various OMIs at
Prec=2 dBm.
Experiments
We demonstrated OFDM  quantum-noise

randomized QAM cipher generation at an IF of
1.875 GHz via IM/DD analog transmission. Fig. 3
shows the experimental setup. We assume here
that a private seed key of 256 bits is preliminarily
shared between the transmitter and receiver.
Data consisting of PRBS (plaintext) is converted
to OFDM extremely high-order QAM signals at an
offline digital signal processing (DSP) part with
the seed key. The flow of DSP basically follows
our previous work of PSK-based encryption with
QPSK data modulation [7]. Here, QAM-based
encryption is employed. The data bits are sliced
every four bits for 16QAM data modulation.
Meanwhile, random 20 bits are generated using
the seed key and PRNGs. They are added to
each four data bits, generating encrypted signals
on a 2% QAM template. Subsequently, OFDM
modulation with signal bandwidth of 1.25 GHz
and 128 subcarriers is performed. The bit rate
excluding the cyclic prefix and preamble for
OFDM is 4.25 Gbit/s. Finally, the frequency is up-
converted to an IF of 1.875 GHz. An arbitrary
waveform generator (AWG) with 10 Gsample/s
and 16-bit nominal resolution [9] is used for D/A

Data (PRBS) Data
<& Seed key 1
Tx. DSP (256 bits) Rx. DSP
Encryption 4@ Decryption
& &
OFDM modulation demodulation
1 Fiber link
AWG (0, 5, 10km)
(10 Gsample/s)
[e]
? RF amp. ’ WO
Fo -

Real-time OSC

Fig. 3: Experimental setup.
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conversion. A DML operating at 1550 nm is
driven by the AWG output. The optical IM signals
are transmitted over a fibre link and detected with
a PD. Quantum noise is added upon detection,
and OFDM quantum-noise randomized QAM
signals are generated at 1.875 GHz. Here, we
evaluate the signals using offline DSP with down

conversion, OFDM demodulation, and decryption.

First, signal quality in an optical back-to-back
condition was investigated. Figs. 4(a) and (b)
show the electrical spectrum and constellation
diagrams before and after the decryption when
received power Prec and OMI were 2 dBm and
10.7 %, respectively. The encrypted signals were
generated at a centre frequency of 1.875 GHz.
The constellation diagram before decryption
shows that extremely high-order QAM encrypted
signals are successfully generated. Correct
signal discrimination is prevented by noises. After
the decryption with a private seed key, 16QAM
data-modulated signals were recovered. Fig. 5
shows the EVMs of decrypted and reference
16QAM signals for different OMIs at a received
power Prec of 2 dBm. Lower EVMs are achievable
for higher OMIs, whereas signal security
decreases as OMI increases, as shown in Fig. 2.
To balance the signal quality and security, we set
OMI to 12 % in the following experiments.

Fig. 6 shows EVMs (red and blue curves) and
the lower bound of SER for an eavesdropper
(black one) for various received powers after
transmission over 0 (B-to-B), 5, and 10 km. The
red and blue curves indicate the results of
decrypted and reference non-cipher 16QAM
signals, respectively. The EVM after decryption
was approximately 3.8 % at Prec = 0 dBm. The
penalty caused by the encrypted transmission
was less than 0.8 % in the measured power
range, which was sufficiently low in practice. The
black curve shows SER estimated from the
quantum-noise masking number T'qqm. This
value is the lower bound that an eavesdropper
without a private seed key could achieve only if
quantum noise is present. The SER was higher
than 0.99 for Prec < 4 dBm and sufficiently high for
preventing signal interception.

The effect of additive noises on the signal
masking is discussed. The effective number of
bits of the AWG used was approximately 10 at 1
GHz. The clipping ratio was 13 dB. We estimated
the noise from D/A conversion, sum of clipping
and quantization noises, based on the analysis
shown in [10]. The noise from D/A conversion
was approximately an order of magnitude smaller
than quantum noise at Prec = 0 dBm. The relative
intensity noise (RIN) of the DML used was
typically =155 dB/Hz at 1 GHz, which indicates
that RIN was comparable with quantum noise at

Prec = 0 dBm. These additive noises enhance the
signal security in practice as long as they can be
considered as random. Nevertheless, quantum
noise is particularly important because the true
randomness contributes to proven signal security
which can never be reduced by any means.
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Fig. 4: (a) Electrical spectrum and (b) constellation diagrams
before and after decryption.
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Fig. 5: EVM for different OMIs at Prec= 2 dBm.
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Fig. 6: EVM after decryption and SER for an eavesdropper
in IFoF transmission over 0, 5, and 10 km fibre.

Conclusions

We have demonstrated a simple analog IFoF
transmission system with a DML for the delivery
and generation of 4.25-Gbit/s OFDM quantum-
noise randomized QAM cipher at IF of 1.875 GHz.
Truly random signal masking by quantum noise
for irreducible security against interception was
achieved while maintaining high signal quality.
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