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Abstract Already deployed optical fibers have been utilized to realize the first quantum network con-
necting three countries. The cities of Trieste (Italy), Rijeka (Croatia) and Ljubljana (Slovenia) have ex-
changed quantum keys with a rate up to 3.13 kps, realizing quantum key distribution in a real-world
scenario.

Introduction

In a world in which the most sensitive data are
digitally transmitted, the reliability of cryptogra-
phy protocols and communication methods as-
sumes huge importance. Classical communica-
tions issues are many and well-known, but quan-
tum mechanics comes to help. Quantum key dis-
tribution (QKD) is today the most mature quan-
tum technology, so that quantum networks are
already being implemented by several countries
around the world[1]–[3]. In this context, Europe is
aiming at building a European Quantum Commu-
nication Infrastructure (EuroQCI) both exploiting
optical fibers - which are already deployed and
relatively cheaper to use - and satellite commu-
nication using optical ground stations distributed
around Europe[4].

This work describes the realization of the
first-ever European quantum network connect-
ing three different countries over a fiber optics
infrastructure. Adopting an efficient version of
BB84 with time-bin encoding and 1-decoy-state
method[5] the cities of Trieste (Italy), Ljubljana
(Slovenia) and Rijeka (Croatia) have been con-
nected, while secure video calls running over a
VPN encrypted with quantum-guaranteed keys
have shown the reliability of QKD during the G20
Digital Ministers’ meeting in Trieste.

Network Architecture

The realized network serves three users through
two transmitters (or Alice) and three receivers (or
Bob). In addition to the quantum fiber, a sec-
ond optical fiber is utilized for the service sig-
nal (synchronization). As shown in fig. 1, one
transmitter is situated in Trieste Convention Cen-
ter (TCC), two receivers are placed in Telekom
Slovenije d.d. center in Postojna and OIV tele-
com center in Rijeka, and the last transmitter is
in the auditorium of the Faculty of Mathematics
and Physics of the University of Ljubljana. On
the Italian side, the quantum link starts in a TIM
telecom center of Trieste (located in San Maur-
izio), in which a 50:50 beam splitter is acting as
a switch that randomly divides the quantum sig-
nal and sends it beyond the Croatian and Slove-
nian border; in this way, the Trieste hub is the first
trusted node of the network. The second trusted
node is located in Postojna since the overall dis-
tance up to Ljubljana is too long for establishing a
direct link. It is worth pointing out that, even if we
have used a beam splitter in the first trusted node,
its links (Trieste-Postojna and Trieste-Rijeka) pro-
duce two unique random keys. Trieste-Postojna
and Postojna-Ljubljana links show around 14 dB
of attenuation, while Trieste-Rijeka is a 25 dB loss
link.
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Fig. 1: Schemes of network and setup. Top: scheme of the network; the locations of users and trusted nodes are shown on
the map. In the oval inset it is shown how Alice’s setup located in Trieste appears, while the inset on the top shows the location of
the connected region within Europe. Bottom: Alice splits a continuous wave C-band laser by a 99:1 beam splitter (BS 99:1); she
uses the high power output to produce the synchronization signal, the 1% output for the quantum signal. The signals are carved
with two intensity modulators (IM) that are controlled by an FPGA board. A variable optical attenuation (VOA) controls the desired
mean photon number per pulse. At Bob’s side, a 50:50 BS implements the basis choice; a time-to-digital converter (TDC) receives
the signals from the two single-photon detectors (SPD) and from the synchronization photodiode (PD). A phase-lock-loop (PLL)
has been implemented for stabilizing the phase in the Trieste-Postojna delay-line interferometer (DLI).

Setup

A transmitter is a 2U rack box containing a field-
programmable gate array (FPGA) programmed to
drive two intensity modulators supposed to carve
the light from a continuous-wave laser; one of
them produce a synchronization signal at 145.358
kHz while the other one is in charge of the produc-
tion of the quantum signal, made of a sequence
of pulses that can happen every 800 ps, result-
ing in maximum qubit generation rate of 595 MHz.
The pulses sequence is produced according to a
pseudo-random binary sequence (PRBS), never-
theless, in a real implementation, the FPGA sig-
nal should be driven by a quantum random num-
ber generator (QRNG).

On Bob’s side, a 50:50 beam splitter is used for
the basis choice; the qubits measured in the Z ba-
sis are simply sent to a single photon avalanche
detector (APD) and the states are discriminated
by the arrival time of the photons. For the X ba-
sis measurement, the photons are sent into an

unbalanced interferometer. Different kinds of in-
terferometers have been used in the different re-
ceivers, all of them with the aim of introducing
an 800 ps delay between two consecutive pulses
(delay line interferometers). In this way, it is pos-
sible to check if the relative phase between the
two pulses composing the time-bin in the X ba-
sis stays zero, as it is in the only X basis state
produced by Alice. Phase-lock-loops (PLL) have
been implemented in order to stabilize the phase
into the two arms according to the feedback pro-
vided by looking at the phase fluctuations of a
monitor laser, co-propagating with the quantum
signal and multiplexed with it.

Methods

In the finite-key regime, the three-state BB84 pro-
tocol with one decoy method produces a key
length bounded to[6]:

l ≤ slZ,0 + slZ,1(1−H2(ϕ
u
Z))− λEC − λsec − λcorr (1)
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with slZ,0 and slZ,1 being the lower bounds for
the vacuum and the single-photon events respec-
tively, ϕu

Z is the upper bound of the phase error
rate, H2(x) = −x log2(x) − (1 − x) log2(1 − x)

is the binary entropy, λEC represents the num-
ber of disclosed bits because of the error correc-
tion, λsec = 6 log2

(
19
ϵsec

)
and λcorr = log2

(
2

ϵcorr

)
are bits to be discarded related to the assumption
that multi-photons states are low enough and to
the error verification stage; the secrecy parame-
ter ϵsec and correctness parameters ϵcorr are the
ones defined in[7] and have been arbitrarily set to
ϵcorr = 10−12 and ϵsec = 10−9. The phase er-
ror rate in the Z-basis ϕZ can generally be esti-
mated from the error rate in the X-basis δX ; how-
ever, the fact that in the adopted protocol Alice
sends only one quantum state in the X-basis,
makes that the ϕZ cannot be directly measured
but it needs to be estimated by the X-basis er-
ror rate QBERX as reported in[8]. QBERX is
connected to the interferometer visibility visX by
QBERX = (1− visX)/2.

Results

Fig. 2: Secure key rate and system stability. The graph on
top shows the secure key rate achieved by each of the three
users, while the one on the bottom is the secure key rate trend
for the Trieste-Postojna link, where a 7 hours measurement
has been performed. Each point represents one block size
data analysis (nt = 130 s).

In tab. 1 the measured characteristics of the
network and the achieved results are reported.
The selected mean photon number per pulse µ1

and µ2, according to the decoy method, have
been chosen with the support of a simulation
model in order to optimize the final secret key
rate. The block size to be analyzed nZ is such that
the computational time necessary for the post-
processing routines is not longer than the acquisi-

tion time of the block (block time nt). To avoid the
effects of the dark counts outside the expected
window of the quantum signals, temporal filters
(applied after the detection) have been adapted
according to the channel attenuation τ and the
Bob losses tZ and tX , so to keep the QBERs
ϵZ and ϵX within reasonable limits and to maxi-
mize the final key-rate. It has to be noted that the
ultra-low-loss free-space interferometer showing
just 1.5 dB of losses utilized in Rijeka played a
decisive role in the Trieste-Rijeka link.

TS-PO LJ-PO TS-RI
τ (dB) 14 14.3 25
µ1 0.24 0.15 0.24
µ2 0.11 0.06 0.11
nZ 1.8 · 106 1.2 · 106 6.0 · 106

nt (min) 2.2 1.0 32.6
ϵZ(%) 1.29 0.82 2.90
ϵX(%) 5.2 7.0 5.15

SKR(bps) 2080 3130 610
τF (ps) 100 200 60
tZ(dB) 1.4 0.2 0.8
tX(dB) 8.6 5.2 1.5

Tab. 1: Properties of the network and experimental measure-
ments on the three links Trieste-Postojna (TS-PO), Trieste-
Ljubljana (TS-LJ) and Trieste-Rijeka (TS-RI). τ is the chan-
nel attenuation, µ1 and µ2 are the two mean photon numbers
per pulse of decoy and signal, nZ is the block size, nt is the
block time, ϵZ and ϵX are the quantum bit error rate in the
two bases, SKR is the secure key rate, τF is the width of the
adapting temporal filters and tZ and tX are the losses in Z
and X basis respectively. More details can be found in the
text.

The network stability has been tested on the
Trieste-Postojna link with seven hours of ongoing
data acquisition and the system has been proved
as stable and reliable; the measured key rates are
reported in fig. 2. The fibre infrastructure has
been available only for a short period, sufficient
to configure and characterize the overall network
for this special event.

Conclusions
Several countries in the world already developed
QKD networks that are running and utilized not
just for research purposes. In Europe, EuroQCI is
focusing on developing a network that has to go
beyond several challenges: multiple vendors, dif-
ferent standards and infrastructures, various im-
plementations of QKD protocols etc. This work
represents an important milestone towards the
realization of the future EU-QCI network since
three QKD systems realized by different partners
(QTI s.r.l., CNR-INO, DTU) have been used to ex-
change a cryptographic key and employed in a
real-world scenario.
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