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Abstract We designed a CV-QKD system with off-the-shelf components and established the feasibility 
of distributing 67.6 and 66.8 Mb/s secret key rates on average over a 9.5 km SMF link, using respectively 
probabilistically shaped 64 and 256 QAM, and relying on a novel analytical security proof.

Introduction 
Continuous variable quantum key distribution 
(CV-QKD) based on Gaussian states is a 
promising solution to implement practical secure 
communications over insecure physical links, 
thanks to its compatibility with commercially 
available light sources and equipment[1],[2]. 
Experimental demonstrations of CV-QKD 
protocols have been performed and 
demonstrated the feasibility of distributing 
several Mb/s secret key rates[3],[4]. Several of 
those demonstrations employed discrete 
modulations, like QPSK[5], to allow for simpler 
practical implementation and post-processing. 
However, using low cardinality modulation 
formats like QPSK, results in significant reduction 
of the provable secret key rate since these 
constellations are not good approximations of a 
bidimensional Gaussian source. Recently we 
have demonstrated the feasibility of using 
polarization division multiplexed probabilistically 
shaped (PDM-PCS) 1024-QAM, with optimized 
Maxwell-Boltzmann distribution, and 
demonstrated the feasibility of average 38 Mb/s 
secret key rate distributed over 9.5 km of single-
mode fiber (SMF). The PCS 1024-QAM is an 
accurate approximation of the Gaussian source; 
however, its generation requires fine-resolution 
digital-to-analog convertors. Since our first 
demonstration, a novel security proof has been 
proposed, which establishes the asymptotic 
security of discrete constellations with arbitrary 
cardinality[6]. Relying on this new proof, we 
demonstrate in the present work the experimental 
feasibility of using lower cardinality 64-QAM and 
256-QAM formats, while increasing the symbol-
rate compared to our previous work[7]. This 
allowed us to improve our previous secret key 
rate results to 67.6 Mb/s for PCS 64-QAM, and 
66.8 Mb/s for PCS 256-QAM, over 9.5 km of 
SMF. Both rates are averaged over 200 blocks of 
2.8 × 10଺ symbols, taking into account finite size 
effects. 

Continuous Variable QKD 
In the CV-QKD protocol that we implement, the 
transmitter, Alice, prepares coherent states |𝛼⟩ =
|(𝑝 + 𝑖𝑞)/2⟩, chosen at random from a discrete 
modulation. She sends them through an optical 
link to the receiver, Bob, who measures them 
using phase-diversity coherent detection. 
Afterwards, Alice and Bob reveal a fraction of 
their data on a public authenticated channel to 
evaluate the quantum channel parameters. 
These are used to infer the quantity of information 
obtained by Eve and compute the length of the 
final key. Then, Alice and Bob correct 
transmission errors through a step called 
reconciliation. Finally, they perform privacy 
amplification to extract the final secret key from 
their common data sets. 

The quantum channel is characterized, after 
phase diversity coherent detection, by the 
equation[9]: 

𝑉஻ =
𝜂𝑇

2
𝑉஺ + 𝑁௢ + 𝑉௘௟ + 𝜉஻ 

where 𝑉஻ is the variance of Bob’s measured 
states in shot noise units (SNU), 𝑉஺ = 2⟨𝑛⟩ is the 
variance of Alice’s modulation, 𝜂 is the quantum 
efficiency of the receiver, 𝑇 is the channel 
transmittance, 𝑁௢ = 1 is the shot noise variance, 
𝑉௘௟ is the receiver’s electronic noise variance and 
𝜉஻ is the excess noise variance measured at 
Bob’s site. The excess noise is attributed to a 
perturbation generated by Eve’s attack. Since the 
best location for the attack would be at the output 
of Alice’s lab, we are interested in the excess 
noise at the channel entrance 𝜉஺ = 2𝜉஻/𝜂𝑇. 

Fig. 1 Histogram of (a) PCS 64-QAM with 𝜈 = 0.0749, 
(b) PCS 256-QAM with 𝜈 = 0.0294 for 10଺ symbols. 



 

 

Modulation and security 
In this work the modulation of the coherent states 
is a probabilistic constellation shaping (PCS) 
QAM. A PCS QAM is a standard QAM with a 
Boltzmann-Maxwell probability distribution on the 
constellation points, with a free parameter 𝜈[8]. It 
is in fact a discrete modulation with a Gaussian-
like probability mass function over the 
constellation points as illustrated in Fig. 1. For a 
given 𝑉஺, we choose 𝜈 such that it minimizes the 
trace distance between quantum states with PCS 
QAM and Gaussian modulation (cf. Fig. 2a in [7] 
and its accompanying text). In this way, we obtain 
the best approximation possible of the Gaussian 
modulation with the Maxwell-Boltzmann 
distribution over the square QAM lattice. 

The security of protocols using PCS QAM 
can be established using explicit asymptotic 
lower bounds on the secret key rate for arbitrary 
modulations derived recently by Denys, Brown 
and Leverrier[6]. However, their approach uses a 
simplified model with ideal photodetectors. To 
take into account the quantum efficiency of the 
receiver 𝜂 as well as the electronic noise 𝑉௘௟, we 
combine their derivation of the covariance matrix 
of Alice’s and Bob’s states with a realistic model 
for the receiver[9]. Moreover, to tackle the issue of 
statistical errors in parameter estimation, we use 
a worst-case estimator for the excess noise[10], 
with 𝑁 = 2.8 × 10଺ symbols and security 
parameter 𝜖 = 10ି଼. Fig 3. gives the secret 

fraction in bits per symbol, computed for PCS 64 
QAM and PCS 256 QAM, as well as the one for 
a Gaussian modulation. From this, we infer 
optimal values for 𝑉஺ around respectively 5 and 
10 for 64 QAM and 256 QAM. By examining 
these theoretical curves, we observe that at its 
peak, the performance of the 256 QAM is very 
close to that of the Gaussian, with higher secret 
fraction than 64 QAM. 

Experimental system 
We assembled a CV-QKD experimental system 
with off-the-shelf telecom equipment, outlined in 
Fig. 2a. Alice uses a low-linewidth laser source 
tuned to 1550 nm. A 5 GSample/s arbitrary 
waveform generator (AWG) generates a dual 
polarization 600 MBaud signal with digital root-
raised cosine (RRC) pulse shape with adjustable 
roll-off factor, which was optimized to 0.4[7]. To 
avoid low frequency noise from the hardware, 
both from Alice and Bob, the baseband signal 
was digitally upconverted by 500 MHz, so the 
useful bandwidth extends from 120 MHz to 880 
MHz. Hence, the signal has no frequency 
component around DC. The four outputs of the 
AWG are fed to the analog part of a standard dual 
polarization I/Q optical modulator. The channel is 
a 9.5 km conventional SMF link with 2.2 dB 
characterized channel loss. Bob uses a 180° 
hybrid with four amplified balanced photodiodes 
to measure the received coherent states. The 
local oscillator (LO) at Bob’s site has similar 
characteristics to Alice’s laser source. The signal 
is sampled using a 1 GHz real-time oscilloscope 
with 5 GSample/s sampling rate. The sampled 
waveforms are stored for offline digital signal 
processing (DSP). Calibration of the shot noise is 
performed periodically using a fast optical switch 
to switch on and off the output of Alice. 

Digital Signal Processing 
The CV-QKD signal is interleaved in time with a 
deterministic sequence of QPSK pilot symbols, 
with 14 dB higher power than the QKD signal. 
The pilots are public information shared by Alice 

Fig. 3 Secret fraction in bits/symbol vs 𝑉஺ where the  
PCS QAM probability distribution was optimized for 
each point, and with 𝑇 = −2.2 dB, 𝜂 = 0.6, 𝑉௘௟ = 0.1 

SNU, 𝜉஻ = 0.012 SNU, 𝛽 = 0.95. 

Fig. 2 (a) Experimental testbed featuring 10 kHz linewidth lasers sources, conventional I/Q dual 
polarization optical modulator, 5 GS/s arbitrary waveform generator, 180° hybrid, amplified balanced 
photodiodes (ABPD), 1GHz oscilloscope with 5 GS/s sampling rate. (b) Standard DSP procedure. 



 

 

and Bob. They are used by the DSP to correct the 
optical channel impairments. Outlined in Fig. 2b 
is the DSP procedure, which uses only standard 
algorithms common in classical optical coherent 
transmissions[8],[11]. The waveforms sampled by 
the oscilloscope are assembled as two complex 
signals, one for each orthogonal polarization. A 
matched filter (RRC) is applied to the samples, 
and constant amplitude zero autocorrelation 
(CAZAC) sequences are used to synchronize the 
pilot sequence. Polarization demultiplexing is 
performed with a constant modulus algorithm 
(CMA) with coefficients updated on the pilots[11]. 
Carrier frequency estimation is performed using 
a periodogram method. Pilot-aided maximum-
likelihood estimation applied on the pilots and 
combined with linear interpolation and 
optimization of filter length is used for carrier 
phase estimation. 

Results 
Fig. 4a shows the measured excess noise 
variance 𝜉஻ at Bob’s side in SNU for 200 blocks 
over a 2 hours long experiment, across 9.5 km 
SMF, for PCS 64-QAM and PCS 256-QAM. The 
excess noise variance is estimated using 
standard estimator of the variance for 𝑁 =

2.8 × 10଺ symbols. Fig. 4b shows the secret key 
rate for the corresponding excess noise values, 
computed with worst-case estimator, and a 
reconciliation efficiency 𝛽 = 0.95. The formula for 
the secret key rate is  

𝑆𝐾𝑅 = 2𝑅ௌ൫1 − 𝑅௣௜௟௢௧௦൯(𝛽𝐼஺஻ − 𝜒ா஻) 

where 2 comes from the polarization multiplexing, 
𝑅ௌ is the symbol rate (𝑅ௌ = 600 MBaud), 𝑅௣௜௟௢௧௦ 
the pilot rate (𝑅௣௜௟௢௧௦ = 1/2), 𝐼஺஻ the mutual 
information between Alice and Bob and 𝜒ா஻ is the 
Holevo information between Eve and Bob. Table 
1 summarizes the measured averaged results. 

Assuming ideal hardware and DSP, 256 QAM 
results in higher SKR than 64 QAM at constant 
excess noise, as per Fig. 3. However, given the 
available commercial components and DSP suite 
that we use, the lower cardinality 64 QAM results 
in lower excess noise to the degree that the 
experimental SKR of 64 QAM is slightly better 
than 256 QAM. Moreover, as illustrated in Fig. 4, 
64 QAM system can potentially reach longer 
distances, up to 22 km. 

Conclusion 
We investigated the use of PCS QAM 
modulations for CV-QKD using an analytical 
security proof for arbitrary modulations. We 
established the feasibility of block-averaged 
secret key rate of 66.8 Mb/s with PCS 256-QAM, 
and 67.6 Mb/s with PCS-64QAM over a 9.5 km 
SMF link, taking into account finite-size effects 
with worst case estimator and security parameter 
𝜖 = 10ି଼. We believe it is possible to improve 
these results by increasing the block size and the 
overall stability of the experiment. This result 
contributes in improving the technology 
readiness level of the continuous-variable 
quantum key distribution systems, leveraging 
commercial components, standard DSP, and 
low-cardinality discrete constellations. 
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Fig. 4. (a) Excess noise variance at Bob’s site 𝜉஻ vs. time over 9.5 km SMF (2.2 dB loss) for  
PCS 64-QAM and PCS 256 QAM, 𝑁 = 2.8 × 10଺ symbols per marker point and parameters of Tab. 1. 

(b) Secret key rate vs. time for the same parameters, with finite size effects, and reconciliation efficiency 𝛽 = 0.95. 
(c) Secret fraction vs. distance, with parameters of Tab. 1, and 𝑇 = −2.2 dB, 𝜂 = 0.6, 𝑉௘௟ = 0.1 and 𝛽 = 0.95. 

Tab. 1: Measured averaged results 
 

Constellation 𝝂 𝑽𝑨 𝝃𝑩 SKR 
/ / SNU SNU Mb/s 

PCS 64 QAM 0.0749 4.74 6.34E-3 67.6 
PCS 256 QAM 0.0294 10.1 1.10E-2 66.8 
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