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Abstract: We demonstrate the benefits of a federated learning framework for (re)training of global ML
models over geo-distributed data sources. The demonstration is carried out on a live edge computing

enabled optical networking test-bed.

Introduction

Machine Learning (ML) has recently received a
significant attention from every business, which
somehow deals with data. One of the very
consequences is the massive amount of data that
is collected and stored in numerous sites from
which the businesses would like to explore
insights or train sophisticated ML solutions to
improve their product portfolios. In the cloud
computing centred paradigm, the main approach
has been to move all data to a central location
where there is sufficient computing and storage
resources to perform the ML model training.
However, due to the risk of unauthorized use,
which may compromise the privacy of potential
customers or put businesses in danger due to the
disclosure of confidential information, there is a
strong tendency to avoid transporting the data
across the telecom infrastructure. Instead,
solutions are devised to perform any data
exploration or ML training in a distributed fashion
at the locations where the data originates. This
approach not only addresses the previously
mentioned concerns, it can significantly reduce
the required bandwidth for data transport over the
telecom infrastructure between data sources and
cloud computing infrastructures.
Privacy-Preserving Machine Learning (PPML)
allows the training of a ML model over privacy-
sensitive data by assuring the data owners that
their privacy will not be compromised(l. They
have been studied in different applications such
as Google Keyboard?, Apple’s QuickTypel®,
medical screening¥l, and disease outbreak
discovery®l,

Moreover, many modern ML algorithms are data
hungry. These data are usually not gathered in a
single location and the mobility of the data is
constrained due to privacy concerns, network
bandwidth limitations, and resource availabilityfl.
These issues result in the development of
artificial intelligence (Al) on the network edge
towards the use of locally hosted data in order to
perform model training and contribute to a better
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global model with partially improved models
trained on different remote local sitesl’l. These
developments together with the use of recently
proposed federated aggregationl®! mechanisms
can be exploited to use huge amounts of data
generated on different devices, which do not
necessarily belong to a single owner and are
managed by different entities for the realization of
ML  solutions  beneficial for all the
consumersPI1oITIn2,

We have developed a federated learning
framework, which allows training of ML models
over geo-distributed datasets. The framework is
developed over PyTorch!'3l, but can be used to
train and validate models based on the
TensorFlow!'# library as well. The framework
operates in a modular fashion, which allows
different downstream tasks (e.g., image
recognition, QoT estimation, etc.) to be plugged-
in to the framework. The framework is interfaced
with a customized performance monitoring
dashboard based on Grafanal'®l, which provides
real-time monitoring of traffic flows among
different modules of the framework and of the
available resources on the distributed sites.

In this demonstration, we perform real-time
training of a QoT classifier by exploiting data of
three different Domain Managers (DM),
representing a multi-vendor ecosystem, without
sharing any data with the Network Management
System (NMS) in order to avoid transporting any
data to a central location and to protect the
privacy of different vendors while offering their
knowledge to train a global ML model.

Benefits of the Federated
Framework for Optical Networks
Optical networks are transforming towards fully
autonomous entities and ML is expected to play
a significant rolel®l, In this transformation phase,
there are many technical and regulatory issues to
be addressed paving the way for the realization
of such solutions and, ultimately, their
commercialization and deployment.

Currently, unavailability of real field-collected
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data is one of the main showstoppers in the
development of reliable ML-based solutions.
While one of the reasons is the immaturity of
monitoring solutions to acquire and process the
networking data, a more critical bottleneck
emerges due to regulatory issues concerning
data sharing among different players (i.e.,
telecom operators and vendors). In essence, the
telecom operators have control over the data,
generated from the activity of their networking
infrastructure, and usually tend not to share it with
third parties due to conflicts of interest and
confidentiality of the operation of their
infrastructure. However, such data is crucial to
develop reliable ML-based solutions. Therefore,
it is of great value to develop a solution that
enables exploitation of such data, for the purpose
of training and validation of ML-based algorithms,
without sharing the original data with others.

Our federated learning framework targets exactly
that challenge and allows shared ownership and
governance of ML models in optical networks,
which is the key enabler for the realization of ML-
based solutions that can work in real-field
scenarios in a robust and reliable way.

Federated Learning Framework Architecture

The Federated Learning (FL) framework!'7l'8]
trains a global model using data hosted on a set
of geo-distributed nodes. These nodes are
assumed to have computing resources to
contribute to the training. We use the term Edge
Contributor Node (ECN) to refer to those edge
nodes. FL mainly relies on the concept of “bring
code to the data” rather than “data to the code.”
FL i) reduces the amount of transported data
significantly, ii) accounts for model inaccuracies

iii) relaxes the constraint of having high-
performance computing units in a centralized
location. The overall training procedure is
orchestrated by the Training Coordinator Node
(TCN). In order for the TCN and ECNs to
communicate, a secure communication protocol
based on WebSocketSecure (WSS) is
adopted!'9l.

In order to realize a FL architecture, we use the
well-known Stochastic Gradient Descent (SGD)
algorithml[78l, In our implementation of so called
Federated SGD- each ECN k computes the
average gradient on its local data at the current

model ¥, and the TCN is responsible for

gradient aggregation via w, < T¥_1[("5) X wf]
and then updates the glogal model parameters.
This mechanism is called Federated Averaging.

Performance Monitoring Dashboard

We have developed a performance monitoring
dashboard based on Grafanal'® and interfaced it
to our FL framework. The dashboard provides
real-time  monitoring of the usage of
computational resources (i.e., CPU, Memory,
GPU, and filesystem) for each one of the nodes
during the training procedure. In addition, the
monitoring dashboard allows real-time
monitoring of traffic flows among the nodes
during the training. The developed dashboard
relies on Prometheus as data source and
cAdvisor as metrics exporter for providing real-
time statistics reporting.

Demo Architecture

The networking architecture envisioned for this
demonstration is illustrated in Fig. 1. The metro
optical network is composed of three commercial
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Fig. 1: The 3-node microROADM metro network test-bed used for the demonstration. Each metro node hosts a computing
platform, two of them being NVIDIA DGX-1 Al acceleration units. The live traffic exchanges among the three node over three
100G lightpaths shown in blue, red, and green. Each computing node hosts the TED of a particular vendor to which the ECNs
have access. The TCN, which moderates the whole training, is hosted on one VM of one of the edge nodes.



multiplexers (ROADM)RY connected to each
other in a ring topology. We consider 20 km of
standard single mode fibre (SSMF) to
interconnect each two ROADMs. Each ROADM
is connected to a commercial optical transponder
card?', which provides two wavelength
channels. We use each transponder to establish
two distinct 100G connections, as shown with
different colours in the figure. On the client side,
we have two 100G interfaces connected to a L2
switch and, from there, to the edge compute
nodes. Two of the compute nodes are NVIDIA
DGX-1 platforms[??, which host 8 Tesla V100
Graphic Processing Units (GPU) and are used for
acceleration of model training.

In terms of software stack, both DGX-1 platforms
run a Linux 18.04.2 LTS over which the NVIDIA
Container Runtime is running to execute Docker
containers. On the GPU-less edge node, we run
a bare metal Linux 18.04 LTS over which we host
two virtual machines (VM): one dedicated to run
an ECN and one to run the TCN over a Docker
engine. The framework runs in a containerized
fashion as a set of micro-services, which are
deployed on each dedicated machine.

Demonstration Workflow

In order to show the benefits of our proposed
federated learning framework, we showcase a
use-case of Quality of Transmission (QoT)
estimation in the context of network data sharing
based on mutual trust for network automation. In
this regard, we consider that each edge node
hosts the Domain Manager (DM) (see Fig.2b) of
a corresponding vendor with a dedicated Traffic
Engineering Database (TED) of the domain.The
demonstration will showcase a distributed
version of training a QoT classifier using datasets
that are hosted on three different machines.

The demonstration is initiated by a supervisor. In

the first step, the Docker containers, which
include the framework and all its dependencies,
will be deployed on the machines. Once the
images are deployed, the micro-services start. At
this stage, the TCN performs handshake with all
the ECNs to establish the WSS connection.
When the connection is established, the TCN will
query the eligibility of the ECNs. The ECNs will
respond whether they have an available dataset,
computation power, and willingness to contribute
to the training. Once the TCN receives all the
responses from the ECNSs, it distributes the
training configuration to all the ECNs and the
training on the ECNs starts. When the local
training is completed, each ECN returns the
updated model parameters and the TCN
proceeds to perform Federated Averaging to
obtain the global model. The training will continue
until the global model achieves a certain
accuracy, which is measured during the
validation procedure. Otherwise, it stops when
the maximum number of training rounds set by
the TCN is reached. The performance monitoring
dashboard reports all the interactions and
resource usage during the training procedure.

Conclusions

This demonstration shows the possibility of
training a global ML model over a set of datasets
that are located on different machines, interfaced
with GPU-enabled Al acceleration units, and
interconnected with three nodes in a metro
optical networking test-bed that carries live traffic.
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Fig. 2: (a) Training workflow of the federated learning framework considering three ECNs. (b) lllustration of a multi-vendor
ecosystem considered for use-case demonstration over the framework.
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