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Abstract We discuss challenges and recent progress on coding, digital signal processing and joint
transmission with classical data channels, for quantum key distribution.

Introduction

The security of today’s and future communication
systems is threatened by rapid technological ad-
vances, including disruptive technologies such as
quantum computation'. This threat is especially
emergent for applications concerning information
that is classified as sensitive, such as in mili-
tary, governmental, insurance, banking or medi-
cal use cases?. This threat has accelerated re-
search and development of encryption systems
that employ quantum key distribution (QKD) tech-
nology2=8. Although current encryption technolo-
gies probably can be deemed secure with the cur-
rently available computational power, it is already
threatened by the so-called “store now, decrypt
later” attack where an adversary stores encrypted
data and simply waits until sufficient technologi-
cal advances have been made to break the en-
cryption. Further, if a sudden disruption is made
in quantum computing, it would leave the current
communication infrastructure vulnerable.

Most experimental work on QKD is performed
on dedicated point-to-point links. However, we
can also distribute keys using a trusted per-
son, sometimes called a trusted courier, that dis-
tributes the keys between two locations”. Whilst
this may appear inefficient, lets consider that this
person loads purely random bit sequences on a
hard drive with 10 TB space and drives with an av-
erage speed of 80 km/h over a distance of 80 kilo-
meters, assuming it takes 30 minutes time sign
out the hard drive and get to and from the car, we
actually get a secret key rate of 14.8 Gbit/s which
is much higher than state of the art QKD systems
typically operating in the Mbit/s region. Although

this example might seem a bit artificial, besides
QKD, using a trusted courier to deliver keys is the
only known unconditionally secure method of dis-
tributing keys and is actually used in high secu-
rity applications. The situation is of course dif-
ferent if we look at key distribution in a network
with many nodes where it soon becomes imprac-
tical to courier keys between all nodes and in this
scenario, QKD becomes an attractive option. It is
then crucial that the QKD system can leverage the
existing network infrastructure, otherwise a com-
pletely new network needs to be constructed for
key distribution which would significantly increase
costs and also prohibits dynamic adaptation of
QKD technologies. This motivates investigation
of joint transmission of quantum and classical sig-
nals, since many networks may not have spare
fiber that can be used for the QKD channels.

Co-propagation of QKD and Classical Chan-
nels

QKD systems are typically categorized into dis-
crete variable (DV) and continuous variable (CV),
where DV systems use single photons and CV
systems coherent states. The most straight-
forward method of co-propagation of QKD and
classical channels is to use wavelength division
multiplexing (WDM). Links where classical chan-
nels are using the C-band and a DV-QKD chan-
nel is transmitted at 1300 nm, have been demon-
strated with 20 and 32 coherent classical chan-
nels®®. Further, co-propagation within the C-
band has also been demonstrated for DV-QKD
with a mix of 100 Gbit/s channels and unmodu-
lated laser tones to emulate classical channels'°.



One disadvantage of DV-QKD in co-propagation
is that the single-photon detectors are broad-
band and narrow-band filtering is required at the
receiver side®. Nevertheless, co-propagation with
a single channel with limited power has been
demonstrated using off-the-shelf filters'" and a
field-trial with four 10 Gbit/s on-off keying chan-
nels have been demonstrated'®. Further, DV-
QKD has been demonstrated over deployed fiber
with classical data in the same fiber®13.

One strength of CV-QKD, compared to DV-
QKBD, is the ability of spectral filtering using a local
oscillator, which is convenient for co-propagation
with classical signals. Joint propagation together
with intensity modulated classical signals has
been demonstrated in different channel configura-
tions 416 such as with 7 x 12.5 Gbit/s on-off key-
ing signals in the C-band'®. Co-propagation with
up to 56 classical 100 Gbit/s coherent channels
in the C-band and the CV-QKD channel in the S-
band to avoid ASE noise from the C-band EDFAs
has been shown'”. We have demonstrated co-
propagation in the C-band of one CV-QKD and up
to 100 classic PM-16QAM channels amounting to
18.3 Thit/s classical data rate '81°.

We have previously discussed different chal-
lenges in parallel operation of QKD and classical
data channels?. See also?"?? for summaries of
recent progress on this topic. It is important to
note that there exists no clear optimal solution for
co-propagation, and in cases where there already
exists an operating link, there might not be room
for flexibility when it comes to the classical chan-
nels. For QKD, its optimal to operate in the C-
band due to the low fiber loss as the fundamental
limitation on the secret key rate (SKR) is governed
by the loss. Unfortunately, most classical systems
are also using the C-band, except intensity mod-
ulated schemes that use the O-band due to the
lower dispersion. One main challenge in operat-
ing both classical and quantum channels in the
C-band is the presence of ASE noise from the
EDFAs which requires notch filters for the QKD
channel %819 A limiting distortion from the clas-
sical channel is Raman scattering??® which peaks
at around 20 km for conventional SMF 6. To com-
bat Raman scattering, the wavelength allocation
of the classical and quantum channels can be
managed, as well as limiting the total number of
channels and the total optical power. Further,
nonlinear cross-talk from four-wave mixing?* and
Brillouin scattering®® can influence the quantum
channel.
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Fig. 1: Outline of DSP showing (a) the DPS chain, (b) outline

of the 1-tap polarization demultiplexing stage (c) a sketch of

the spectra and (d) an example constellation from measured
data. Figure from?30

DSP challenges for CV-QKD

One of the biggest challenges for CV-QKD is
how to establish a phase reference between two
remote parties. The phase references can be
addressed using either optical®®?” or digital'"-28
techniques. For polarization drifts however, op-
tical solutions are typically applied using either
manual alignment at the receiver side or all-
optical solutions based on feedback?’. The latter
works fine for a single channel but scales badly
if several QKD channels are desired. We have
proposed a full digital CV-QKD system based on
dual-polarization, dual-quadrature detection us-
ing a polarization multiplexed pilot tone?®. The
pilot tone is used both to find the taps of a
1-tap butter-fly FIR filter used for polarization-
multiplexing and to do frequency offset compen-
sation and phase tracking, as outlined in Fig. 1.
This type of receiver has enabled us to demon-
strate WDM of 194 separate CV-QKD channels
without manual or optical tuning°.

Coding challenges for CV-QKD

One of the biggest challenges for real-time CV-
QKD operation is the error correction which, com-
pared to error correction in classical systems,
uses extremely large block lengths and an im-
mense number of decoding iterations which are
needed due to the extremely low SNR3'32, Al-
though QKD systems traditionally run at lower
speeds compared to classical systems, the pulse
rate of QKD systems is continuously pushed to
higher numbers. For real-time CV-QKD to see
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Fig. 2: Trade-off between reconciliation efficiency and FER
and its impact on the SKRi.nggsults from the experiments
any widespread use, practical coding schemes
have to be found. Many different coding schemes
have been considered such as low-density parity-
check (LDPC) codes3®?333¢ polar codes®*, and
raptor codes . It is important to note that com-
pared to error correction in classical communica-
tion, QKD systems are not sending messages but
rather sharing randomness. This means that it is
fine to throw away data that did not decode suc-
cessfully. The SKR with error correction is given

as
SKR = (1 - FER)(8Lag — xs5), (1)

where FER is the frame error rate of the coding
scheme, § the reconciliation efficiency (which is
a measure of how close to the mutual informa-
tion the code is operating), I4p the mutual in-
formation between Alice and Bob (the legitimate
party trying to share keys) and xgr the Holevo
information between the Eavesdropper and Bob
(assuming reverse reconciliation)33. Ideally, of
course we would like to find codes with low FER
and high reconciliation efficiency while in reality
it is a trade-off between 5 and FER. This can be
seen in Fig. 2 which is taken from our experiments
in2°, Here the code rate of the of a rate 0.02
LDPC code® is tuned finely using shortening. As
seen, the highest SKR is achieved with an FER of
around 14% for this specific link.

Future directions

This discussion on future directions will mainly
target CV-QKD, although some of the points are
valid also for DV-QKD.

1. Fully digital QKD systems: This enables
plug-and-play, dynamic adaptation of new QKD
channels, and it is easier to integrate with exist-
ing network architecture. It is a key technology
to lower the cost of QKD systems and to enable
large scale wavelength multiplexing of QKD chan-
nels.

2. Low complexity error correction: The error

correction needs to be of a complexity that can be
implemented with reasonable power consumption
and chip area. Current research results mainly
reuse solutions from classical communication and
adapt them to the extremely low SNR of QKD.
Here, there is most likely a lot of room for im-
provement with coding schemes tailored for the
QKD channel. For instance, we can use the fact
that we are sharing randomness and not trans-
mitting messages, which manifests in the previ-
ous discussion that it is OK to discard data or
frames. Further, an alternative to fine granularity
rate adaption is to artificially add noise to match
the rate of the code which will lower the informa-
tion between the eavesdropper and the legitimate
parties effectively increasing the SKR37. Another
example is using post-selection of received sam-
ples®® to increase the SNR, although this comes
with security proof caveats.

3. Security proofs in practice: There is a large
discrepancy between theoretical security proofs
of different protocols and actual implementations
of said protocols. In practice, imperfect devices
are used which has many implications. One ex-
ample is that it is not possible to achieve a contin-
uous Gaussian modulation due to the limited res-
olution of DACs. Further, the protocols are bound
to use finite lengths for the processing compared
to infinite length used in many proofs. Fortunately,
there is a lot of activity on this topic currently 3941,
4. Integration into existing network architec-
ture: We have discussed in detail co-propagation
of quantum and classical channels which is a key
problem to solve for wide-spread adaptation of
QKD. However, there are many other open ques-
tions such as how to manage the network traffic
control in presence of QKD channels and arrange
the key management.

5. Solving the limited distance: QKD systems
are inherently limited by loss which limits the
reach. There is no clear way forward to overcome
this issue and many different solutions such as
using trusted nodes*?43, quantum repeaters*4,
employing novel new protocols such as twin-field
QKD*, and utilizing satellites for QKD*6:47.

Conclusions

We have discussed co-existence of QKD and
classical channels and discussed current DSP
and coding challenges for QKD systems. Further,
we have outlined important topics for future QKD
systems.
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